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AR TIEZE R ARSS

A AEEMERERBRIFRRMkms, ZIRUT. BIEIIEE --features=softsign RINKAAREAANE
PABEMEZRS WAILMEE --features=yubihsm FRRZFFYubiHSM 20JHSM, BIMBETLAIEE --
features=ledgertm &R/~ f5LedgerfJHSM.


https://github.com/tendermint/kms
https://www.yubico.com/product/yubihsm-2/
https://www.ledger.com/
https://tendermint.com/docs/tools/remote-signer-validation.html

» Downloads git clone https://github.com/tendermint/kms.git && cd kms
[...] # AR, FELRKHRGE, Rust, libusb%
$ cargo build --release --features=softsign

th AT @IS RustiYcargo T A TR K, B 2B E EN R ATENZ RS L:
[softsignl |ledgertml |yubihsm] :

» ~ cargo install tmkms --features=softsign

TIRLEZG,7E $HOME/ . cargo/bin/$ XK T SFIERIHITXHE tmkms BT

tmkms start

LA N EERAERRS RSAFTNEEXHERIAZ LRI TEER TH tmkms . toml X4, 1 7] LAE
i -c ETHEEREXH

tmkms start -c /path/to/tmkms.toml

5 Coinex ChainByDEXAIM Iz WIE ES B9 SR A 4B SR {4 4E =X [softsign| BB B RSB HIEC E XA tmkms . toml A
ST

[[chain]]
id = "coinexdex-testl"
key_format = { type = "bech32", account_key_prefix = "coinexpub",

consensus_key_prefix = "coinexvalconspub" }

# Validator configuration
[[validator]]

addr = "tcp://127.0.0.1:26659"
chain_id = "coinexdex-testl"

reconnect = true # true is the default

secret_key = "./secret_connection.key"

# Provider configuration
[[providers.softsign]]
chain_ids = ["coinexdex-testl"]
path = "./signing.key"

[[chain]] /NP TFRFTERMNXEEENESR, id N chain_id , key_format RHERIHIIRINER,

Y=

bech32 i3, account_key_prefix # consensus_key_prefix RMINZIANBIZREE.



[[validator]] RNIIEEFAIMEXREE, addr RRIIET REIMNEZIEZER, chain_id 5 [[chain]]
INTIERRY id —3X, seckey_key IBE T EREWIEIT R EZ VL EEMERANXECIERERTH
TR ZEZER), X B A AHtmkms TR A BX:

» kms git:(master) x tmkms keygen secret_connection.key
03:08:31 [INFO] Wrote random Ed25519 private key to secret_connection.key

[providers.softsign] X TERZRIBNER, NRBAHREGNF AN EERH
[providers.softsign] /NTIEIER. AR KRB YuhiHSM 2,IIFEZE1EE [providers.yubihsm] . tHNAY,
LedgerfUHSMNISS N [providers.ledgertm] ,Jendermint KMSHAY tmkms.toml.example HIEIR.
chain_ids REZMAT AR TFHRNIGER, SBIER TN\ THEXN. path MIERT FHEZEEAX
4, X BIIETSHEIRFATH. B FdexBOMIXM B, MIT TENGLZE,

» dex git:(master) x ./scripts/setup_single_testing_node.sh

SEMBEFR ~/.cetd :

» dex git:(master) x tree ~/.cetd
/Users/long/.cetd

— config

| F— cetd.toml

I F— config.toml

I F— genesis. json

I F— gentx

| | L— gentx-050724c2e304ee9abd1b3555144ecel7d3ade604 . json
I F— node_key. json

I L— priv_validator_key. json

L— data

L— priv_validator_state. json

3 directories, 7 files
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» kms git:(master) x tm-signer-harness extract_key -tmhome ~/.cetd -output
./signing.key

H&41T TR tm-signer-harndess ETendermintIiiE ) tools RN T E,HIAERXE FKIFL
BATE ST NtendermintIiiHAY tendermint/tools/tm-signer-harndess B&E K, ARHITUATHSR
£ $GOPATH$/bin THTIERIHITX M tm-signer-harndess .


https://github.com/tendermint/kms
https://github.com/tendermint/kms/blob/master/tmkms.toml.example
https://github.com/tendermint/tendermint/tree/master/tools/tm-signer-harness
https://tendermint.com/docs/tools/remote-signer-validation.html%23prerequisites

make

make install

tm-signer-harndess TR EFERMRNMNINIZIZE R RSB MR 2B, BEREER) tmkms ARSS:

> kms git:(master) x tmkms start tmkms . toml

JB5) tm-signer-harndess XA <

» ~ tm-signer-harness run tcp://127.0.0.1:26657 ~/.cetd

WA TERBRRUT:

= kms git:(master) x tmkms start -c tmkms.toml
©05:10:03 [INFO] tmkms 0.5.0 starting up...
05:10:03 [INFO] [keyring:softsign:coinexdex-testl,coinexdex-testl] added validator key 1zcjduepqgpSlhxd
jhxén9mfvz7cSved87wdn2gays4njeyzrquirkZnx3r9xsmmhvha
:10:03 [INFO] KMS node ID: @79AE9(9881217FDIE999CFD238A8D266BOB4975
:10:03 [ERROR] [coinexdex-testl®tcp://127.0.0.1:26657] I1/0 error: Connection refused (os error 61)
:10:04 [INFO] KMS node ID: @79AES(9881217FDIE999CFD238A8D266BOB4975
:10:094 [ERROR] [coinexdex-testl®tcp://127.0.0.1:26657] I/0 error: Connection refused (os error 61)
:10:05 [INFO] KMS node ID: @79AE9(9881217FDIE999CFD238A8D266BOB4975
:10:05 [coinexdex-testl] 127.0.0.1:26657: unverified validator peer ID! (F27978ESEFB57102C340
2F6394EC1F129A79D218)
©05:10:05 [INFO] [coinexdex-testl@®tcp://127.0.0.1:26657] connected to validator successfully
©05:10:05 [ERROR] [coinexdex-testl®tcp://127.0.0.1:26657] 1/0 error: failed to fill whole buffer
05:10:06 [I! KMS node ID: @79AE9(9881217FDIE999CFD238A8D266BOB4975
©05:10:06 [ERROR] [coinexdex-testl®tcp://127.0.0.1:26657] I/0 error: Connection refused (os error 61)
ACO5:10:07 [INFO] Waiting for client threads to stop...
©05:10:07 [INFO] [coinexdex-testl®tcp://127.0.0.1:26657] shutdown request received
- kms git:(master)

- ~ tm-signer-harness run -addr tcp://127.0.0.1:26657 -tmhome ~/.cetd

I[2019-07-18113:10:05.141] Loading private validator configuration keyFile=/Users/long/.cetd/conf
ig/priv_validator_key.json stateFile=/Users/long/.cetd/data/priv_validator_state.json
I[2019-07-18113:10:05.144] Loading chain ID from genesis file genesisFile=/Users/long/.cetd/
config/genesis.json

I[2019-07-18113:10:05.145] Loaded genesis file chainID=coinexdex-testl
I[2019-07-18113:10:05.145] Listening at proto=tcp addr=127.0.0.1:26657
I[2019-07-18113:10:05.145] Resolved TCP address for listener addr=127.0.0.1:26657
I[2019-07-18113:10:05.146] Starting test harness

I[2019-07-18113:10:05.146] Attempting to accept incoming connection acceptRetries=100
I[2019-07-18113:10:05.146] Starting SignerValidatorEndpoint impl=SignerValidatorEndpoint
I[2019-07-18113:10:05.689] TEST: Public key of remote signer

I[2019-07-18113:10:05.689] Local pubKey=PubKeyEd25519{@D3F73365
736A65DA582F628CCB4FE7366A47490ACES920860E147654CD1194D}

I[2019-07-18113:10:05.689] Remote pubKey=PubKeyEd25519{@D3F73365
736A65DA582F628CCB4FE7366A47490ACES920860E147654CD1194D}

I[2019-07-18113:10:05.689] TEST: Signing of proposals

I[2019-07-18113:10:05.691] Successfully validated proposal signature

I[2019-07-18113:10:05.691] TEST: Signing of votes

I[2019-07-18113:10:05.691] Testing vote type type=1
I[2019-07-18113:10:05.693] Successfully validated vote signature type=1
I[2019-07-18113:10:05.693] Testing vote type type=2
I[2019-07-18113:10:05.694] Successfully validated vote signature type=2
I[2019-07-18113:10:05.694] SUCCESS! All tests passed.

I[2019-07-18113:10:05.694] Stopping SignerValidatorEndpoint impl=SignerValidatorEndpoint
- ~




AJIAEE tm-singer-harness BIFREMINIYEEET SEREIE tmkms HITRE, LEBR TSFE—T
FiX{& coinexdex-testl_priv_validator_state.json ,NX{&FIFAEATE TN AT X IR EEADIAR, tmkms
FAHEPEEIDIRSE B R LN IR

» kms git:(master) x cat coinexdex-testl_priv_validator_state.json
{ :101, :0, :6,
1%

FERT BV, ] AEER ~/ . cetd/config/config. toml FEIZFZEBRSBAEE:

# TCP or UNIX socket address for Tendermint to listen on for
# connections from an external PrivValidator process

priv_validator_laddr =

FEEREFRE ENER tnkns BRZIVFH TEE cetd BRSB, 2 RIBINRM:

- dex git:(master) ./cetd start

I[2019-07-18114:26:07.459] Starting ABCI with Tendermint module=main
E[2019-07-18114:26:10.723] OnStart module=privva
1 err="accept tcp 127.0.0.1:26657: i/0 timeout"”

ERROR: Error with private validator socket client: failed to start private validator:
accept tcp 127.0.0.1:26657: i/0 timeout
-» dex git:(master)

KR E 2 T E RS B ARSS iiBBremote signerft B B R IR RIEER 12 TR ELBED tmkms ARSS, 54
EBRB5) cetd RS

= kms git:(master) x tmkms start -c tmkms.toml
06:37:51 [INFO] tmkms @.5.0 starting up...
©06:37:51 [INFO] [keyring:softsign:coinexdex-testl,coinexdex-testl] added validator key lzcjduepgpSlh
xdjhxén9mfvz7cSved87wdnZgays4njeyzrquirkZnx3rdxsmmhvha
06:37:51 [INFO] KMS node ID: @79AES(9881217FDIE999CFD238A8D266B0B4975
06:37:51 [E ] [coinexdex-test1@tcp://127.0.0.1:26657] I/0 error: Connection refused (os error 61)
06:37:52 [INFO] KMS node ID: @79AES(9881217FDIE999CFD238A8D266B0B4975
06:37:52 [ERROR] [coinexdex-testl®tcp://127.0.0.1:26657] I/0 error: Connection refused (os error 61)
06:37:53 [INFO] KMS node ID: @79AES(9881217FDIE999CFD238A8D266B0B4975
06:37:53 [coinexdex-testl] 127.0.0.1:26657: unverified validator peer ID! (CB68E9EAF537B2E914
E7E4751495C8B0O334E69B3)
06:37:53 [INFO] [coinexdex-testl®tcp://127.0.0.1:26657] connected to validator successfully

] [coinexdex-testl@®tcp://127.0.0.1:26657] I1/0 error: failed to fill whole buffer

KMS node ID: @79AES(9881217FDIE999CFD238A8D266B0B4975
06:38:05 [E ] [coinexdex-testl@®tcp://127.0.0.1:26657] I1/0 error: Connection refused (os error 61)
AC06:38:05 [INFO] Waiting for client threads to stop...
06:38:06 [INFO] [coinexdex-testl®tcp://127.0.0.1:26657] shutdown request received




=» dex git:(master) x ./cetd start

I[2019-07-18114:37:53.114] Starting ABCI with Tendermint module=main
E[2019-07-18114:37:53.964] Couldn't connect to any seeds module=p2p
I[2019-07-18114:37:56.169] Executed block module=state height=1 validT
xs=0 invalidTxs=0

I[2019-07-18114:37:56.189] Committed state module=state height=1 txs=0
appHash=644DBO63EFZE4ECS5093B79F3796BBF597989E121C59DC90BSOCAE48FAFC4A35E

I[2019-07-18114:37:58.364] Executed block module=state height=2 validT
xs=0 invalidTxs=0

I[2019-07-18114:37:58.383] Committed state module=state height=2 txs=0
appHash=3BBFFEQ184F9A20CA42C85F721B6622F2F4E71F93F828009A0CDFF586891F4BD

I[2019-07-18114:38:90.562] Executed block module=state height=3 validT
xs=0 invalidTxs=0

I[2019-07-18114:38:00.578] Committed state module=state height=3 txs=0
appHash=A6E89F89C6CSAEFBCFBADAL8FOF35C772DF8AFID5185AE7EE7EF3A3908A30172

I[2019-07-18114:38:02.758] Executed block module=state height=4 validT
xs=0 invalidTxs=0

I[2019-07-18114:38:02.777] Committed state module=state height=4
angash=9A4C3F848893ASD980F5F6818£A2?SCB3E604FCFCE3BEEF45A1FBl70EC5A34SD

l\c,.l

= dex git:(master)

RN HTEZ 5, BEE X coinexdex-testl_priv_validator_state.json

» kms git:(master) x cat coinexdex-testl_priv_validator_state.json
14, :0, :06,
1%

ARERXEPIER T REEETNXRSE. B 7 RIUEMkmsIBA N E RS, EE FeetdiIR S, AEH
BaitmkmsiRSS:

- kms git:(master) tmkms start -c tmkms.toml

06:43:10 [INFO] tmkms 0.5.0 starting up...

©06:43:10 [INFO] [keyring:softsign:coinexdex-testl,coinexdex-testl] added validator key lzcjduepgp5lh
xdjhx6n9mfvz7cSved87wdnZ2gays4njeyzrquirkznx3r9xsmmhvha

©06:43:10 [INFO] KMS node ID: @79AE9(9881217FDIE999CFD238A8D266BOB4975

©06:43:10 [ERROR] [coinexdex-testl®tcp://127.0.0.1:26657] I/0 error: Connection refused (os error 61)
©06:43:11 [INFO] KMS node ID: @79AE9(9881217FDI9E999CFD238A8D266BOB4975

©06:43:11 [ERROR] [coinexdex-testl®tcp://127.0.0.1:26657] I/0 error: Connection refused (os error 61)
©06:43:12 [INFO] KMS node ID: ©79AE9(9881217FDIE999CFD238A8D266BOB4975

©06:43:12 [ERROR] [coinexdex-testl®tcp://127.0.0.1:26657] I/0 error: Connection refused (os error 61)
©6:43:13 [INFO] KMS node ID: @79AE9(9881217FDI9E999CFD238A8D266BOB4975

06:43:13 [coinexdex-testl] 127.0.0.1:26657: unverified validator peer ID! (36FD7EF909D1341690
18BDCDFD871496C116D204)

06:43:13 [INFO] [coinexdex-testl1®tcp://127.0.0.1:26657] connected to validator successfully

©06:43:15 [ERROR] [coinexdex-testl@®tcp://127.0.0.1:26657] attempted double sign: height regression: 1
ast height:4 new height:1

©06:43:16 [INFO] KMS node ID: ©79AE9(9881217FDIE999CFD238A8D266BOB4975

06:43:17 [coinexdex-testl] 127.0.0.1:26657: unverified validator peer ID! (36FD7EF9@9D1341690
18BDCDFD871496C116D204)

06:43:17 [INFO] [coinexdex-testl®tcp://127.0.0.1:26657] connected to validator successfully

06:43:18 [ERROR] [coinexdex-testl@tcp://127.0.0.1:26657] attempted double sign: height regression: 1
ast height:4 new height:1

©06:43:19 [INFO] KMS node ID: @79AE9(9881217FDI9E999CFD238A8D266BOB4975

©06:43:19 [ERROR] [coinexdex-testl®tcp://127.0.0.1:26657] I/0 error: Connection refused (os error 61)
AC06:43:20 [INFO] Waiting for client threads to stop...

06:43:20 [INFO] [coinexdex-testl®tcp://127.0.0.1:26657] shutdown request received

= kms git:(master)




< dex git:(master) x ./cetd unsafe-reset-all

I[2019-07-18114:43:00.426] Removed all blockchain history module=main dir=/Users/long/
.cetd/data

I[2019-07-18114:43:00.433] Reset private validator file to genesis state module=main keyFile=/Users/
long/.cetd/config/priv_validator_key.json stateFile=/Users/long/.cetd/data/priv_validator_state.json
=» dex git:(master) ./cetd start

I[2019-07-18114:43:12.571] Starting ABCI with Tendermint module=main
E[2019-07-18114:43:13.846] Couldn't connect to any seeds module=p2Zp

E[2019-07-18114:43:15.950] enterPropose: Error signing proposal module=consensus height=1 ro
und=0 err=EOF

E[2019-07-18114:43:17.791] Ping module=privval err=EQF
E[2019-07-18114:43:18.958] Error signing vote module=consensus height=1 ro
und=0 vote="Vote{0:1BF80B2967DB 1/00/1(Prevote) 000000000000 000000000000 @ 2019-07-18T06:43:18.9585
01Z}" err=EQF

AC:

- dex git:(master)

AT LB RItmkms7EBAE attempted double sign , ?Uzliiﬁﬁﬂiﬂ’ﬂ coinexdex-tesl ZETHRITXER
BERN4 M reset ZERMXIRGEIFIREKREZRIRS, ELLHITE BN ZEIR MR coinexdex-
testl_priv_validator_state.json ZJ5RIARIARIT

EFYubiHSM2iiniEE B RS

softsign RN BT D BIAAFESKRIET =, TN AERREEEAZENR IR HITIEEELD
SIAMZ . (BERMREEEIFNFRIPEZNANZE M, NHEFRAE T YubiHSM2/Y yubihsm HE.
B IA7E BEIE T L YubiHSM27= 5, i1 18 650 £ 1] AR B L ARIBHHSM A R T B TENEE H ML
FRBATAIER YubiHSM27= R Fo B a i B P E AR (B2 T IZ X R P E & E.

YubiHSM2 2 —MEBREX/)N\IIHSM™ i@, T EHmAEUSBIEH{E . %?YubIHSMQEqE:&Fnl:l{n:m_,\ﬂ]fﬁ
FFt, 2 M B 77 EEE FAYConceptsEi 75 A K Practical GuideZB 4%y, HEBEFAIXT type , id
L‘/USZ session MR, BRIAF M FNEEEE P B IRR ES FRNEEtmkmsIE FthHE X T yubihsm
PRI, N T B D XA E B IR AR YubiHSM2H B Session, DomainflCapabilitieshIil =, BIMNE
%ﬁ%&%‘:\ﬂ’\]z& XHEHPHITSE tmkms yubihsm setup B9EIEH AT, HPIFN key 0000189 0L 2 double

section release consider diet pilot flip shell mother alone what fantasy much answer

lottery crew nut reopen stereo square popular addict just animal , Ti¥fzZauthkey 0x0002H
O< & kms-operator-password-1k@2vtxh4ggxct5Stngncc33rk9yySyjhk T

JF 1k@2vtxhdggxct5tngncc33rkyySyjhk ,ZEE BT EAIAN 1k02vtxhdggxct5tngncc33rkdyySyjhk EXF
B89 O L MTEIREYUbiHSM2BT B IR 7 4% Z A (8]

$ tmkms yubihsm setup
This process will *ERASE* the configured YubiHSMZ2 and reinitialize it:

- YubiHSM serial: 9876543210

Authentication keys with the following IDs and passwords will be created:

- key 0x0001: admin:


https://developers.yubico.com/YubiHSM2/
https://developers.yubico.com/YubiHSM2/Concepts/
https://developers.yubico.com/YubiHSM2/Usage_Guides/YubiHSM_quick_start_tutorial.html
https://github.com/tendermint/kms/blob/master/README.yubihsm.md
https://github.com/tendermint/kms/blob/master/README.yubihsm.md

double section release consider diet pilot flip shell mother alone what
fantasy
much answer lottery crew nut reopen stereo square popular addict just

animal

- authkey 0x0002 [operator]: kms-operator-password-
1k@2vtxh4ggxct5tngncc33rk9yy5Syjhk

- authkey 0x0003 [auditor]: kms-auditor-password-
1s@yng69ezavnqgq84p@rkhxvkgm54ks9

- authkey 0x0004 [validator]: kms-validator-password-
1x4anf3n8vgkzm@klrwljhcx72sankcwd

- wrapkey 0x0001 [primary]:
21a6ca8cfd5dbe9c26320b5c4935ff1e63b9ab54e2dfe24f66677aba8852bel3

*** Are you SURE you want erase and reinitialize this HSM? (y/N):

AN EATRFAE RN ERE YubiHSM2 BAEIGIE FHtmkmsig A yubihsm #&23{Hremote signerfdLf
fE, TESZRHE R ENode A-TeamFIPARIEE. B 7 Z Al softsign FEMNEZLK, 52T RAVdexiEi M
EF'yubihsm Mremote signer MEEREEIE: EEYubiHSM2, ZRIFLEtmkmsH @ YubiHSM2AER
SNZRTAEE EIE7E YubiHSM2 N R4 B Ed2551925 2 FA%A.

BEEYUbIHSM2EEMR . /yubihsm-connector -d I S5HSMZ [B]fVEE, SAFEFIA yubihsm-shell
STHSMi#1T factory reset :

$ ./yubihsm-shell

Using default connector URL: http://127.0.0.1:12345
yubihsm> connect

Session keepalive set up to run every 15 seconds
yubihsm> session open 1 password

Created session 0@

yubihsm> reset @

Device successfully reset

yubihsm> session open 1 password

Created session 0

yubihsm> session close 0@

yubihsm>

ZEtmkmsH SN\ E B ZHHIR L yubihsm-connectorflyubinsm-shell, F§ --features=yubihsm JEINE
& tmkms J& cetd H£RRMIFABHSARIYubiHSM2/. HH tmkms yubihsm keys 1mpor't -t json -i 1
~/.cetd/config/priv_validator_key.json B -t IEINR/IXHHISONIEL, 1IN E 2 $ARYid,
WIS BCE XA tmkms . toml FAY—3K, & /589 ~/.cetd/config/priv_validator_key.json ;& FHcetd4
B RIS E 25 R n:u\E,]K{tF(#‘Zﬂ]JJ:tLZE}‘Agl\EBr_.|HSM—_t')\&%*L\'EHL:m_,\,mTL)\E;REHSME%EEJZ'&
BFEA, X)) SANERZBIAZE, 4T tmkms yubihsm keys list AIABFIHSMARZLRER.


https://medium.com/node-a-team/kms-yubihsm-set-up-l-cosmos-hub-c4a83ffbecd3
https://github.com/tendermint/kms/blob/master/README.yubihsm.md

$ cargo build --release --features=yubihsm
Finished release [optimized] target(s) in 1.13s
$ cp target/release/tmkms ~/.cargo/bin/

$ tmkms yubihsm detect

Detected YubiHSM2 USB devices:

- Serial #0009680371 (bus 20)

$ tmkms yubihsm keys list

error: no keys in this YubiHSM (#0009680371)

$ tmkms yubihsm keys import -t json -i 1
~/.cetd/config/priv_validator_key. json

Imported key 0x0001

$ tmkms yubihsm keys list

Listing keys in YubiHSM #0009680371:

- 0x0001:
coinexvalconspublzcjduepqréufttg9cn3dgyvie2zumtyxgr8gncjqfex3suvjkff24dcwdyn
0gxeem@9

ATELRDLEEBHRINNIT, TEEE tnkms WECEXH, HTRE yubihsm R FTAZER
& [[providers.yubihsm]] /\Ti. AR auth FHIE T 24HIDAKRIAEIZFA AR O L, LAMER T
ID91HIFAEARIBRIAC 2 "password".

[[chain]]

id = "coinexdex-testl"

key_format = { type = "bech32", account_key_prefix = "coinexpub",
consensus_key_prefix = "coinexvalconspub" }

# Validator configuration
[[validator]]

addr = "tcp://127.0.0.1:26659"
chain_id = "coinexdex-testl"

reconnect = true # true is the default
secret_key = "./secret_connection.key"

# Provider configuration
# [[providers.softsign]]
# chain_ids = ["coinexdex-testl"]
# path = "./signing.key"

# enable the “yubihsm®™ feature to use this backend
[[providers.yubihsm]]

adapter = { type = "usb" }

auth = { key = 1, password = "password" } # or pass raw password as
“password”



keys = [{ chain_ids = ["coinexdex-testl"], key = 1 }]

serial_number = "0009680371" # identify serial number of a specific YubiHSM
to connect to

# connector_server = { laddr = "tcp://127.0.0.1:12345", cli = { auth_key =
13} } # run yubihsm-connector compatible server

ETRECE cetd : ~/.cetd/config/config.toml ;EFRIEEAAIFRTT:

# Path to the JSON file containing the private key to use as a validator in
the consensus protocol
# priv_validator_key_file = "config/priv_validator_key.json"

BLE listen remote signer MYIPHLLFIHOS,5 tmkms FIBCE X HH—EK:

# TCP or UNIX socket address for Tendermint to listen on for
# connections from an external PrivValidator process
priv_validator_laddr = "tcp://127.0.0.1:26659""

ETRFIF tm-singer-hardness TEMIZET yubihsm R Aremote signerfITHEERIEFAES T&
% E55EFIA tmkms start -c /path/to/tmkms.toml JZnfremote signer, SAIR/E 5 tm-signer-
hardness T B:

long@LMBP 0 ~/Downloads/yubihsm2-sdk/bin 0 tm-signer-harness run -addr
tcp://127.0.0.1:26659 -tmhome ~/.cetd

I[2019-11-05118:20:44.086] Loading private validator configuration
keyFile=/Users/long/.cetd/config/priv_validator_key.json
stateFile=/Users/long/.cetd/data/priv_validator_state.json
I[2019-11-05118:20:44.087] Loading chain ID from genesis file
genesisFile=/Users/long/.cetd/config/genesis. json
I[2019-11-05118:20:44.087] Loaded genesis file

chainID=coinexdex-testl

I[2019-11-05118:20:44.088] Listening
proto=tcp addr=127.0.0.1:26659

I[2019-11-05118:20:44.088] Resolved TCP address for listener
addr=127.0.0.1:26659

I[2019-11-05118:20:44.088] Starting SignerlListenerEndpoint
impl=SignerlListenerEndpoint

I[2019-11-05118:20:44.088] SignerlListener: Listening for new connection
I[2019-11-05118:20:44.088] Starting test harness
I[2019-11-05118:20:44.088] Attempting to accept incoming connection
acceptRetries=100



I[2019-11-05118:20:44.100] Attempting to accept incoming connection
acceptRetries=99

I[2019-11-05118:20:44.113] Attempting to accept incoming connection
acceptRetries=98

I[2019-11-05118:20:44.123] Attempting to accept incoming connection
acceptRetries=97

I[2019-11-05118:20:44.136] Attempting to accept incoming connection
acceptRetries=96

I[2019-11-05118:20:44.146] Attempting to accept incoming connection
acceptRetries=95

I[2019-11-05118:20:44.157] Attempting to accept incoming connection
acceptRetries=94

I[2019-11-05118:20:44.168] Attempting to accept incoming connection
acceptRetries=93

I[2019-11-05118:20:44.180] Attempting to accept incoming connection
acceptRetries=92

I[2019-11-05118:20:44.190] Attempting to accept incoming connection
acceptRetries=91

I[2019-11-05118:20:44.514] SignerlListener: Connected
I[2019-11-05118:20:44.514] Accepted external connection
I[2019-11-05118:20:44.514] TEST: Public key of remote signer
I[2019-11-05118:20:44.515] Local
pubKey=PubKeyEd25519{1EB895ADO5C4E282315950B9B590C819D13C4809C9A30QE32564A55
S56E1CF24DE}

I[2019-11-05118:20:44.515] Remote
pubKey=PubKeyEd25519{1EB895ADA5C4E282315950B9B590C819D13C4809C9A30QE32564A55
S56E1CF24DE}

I[2019-11-05118:20:44.515] TEST: Signing of proposals
I[2019-11-05118:20:44.663] Successfully validated proposal signhature
I[2019-11-05118:20:44.663] TEST: Signing of votes
I[2019-11-05118:20:44.663] Testing vote type

type=1

I[2019-11-05118:20:44.810] Successfully validated vote signature
type=1

I[2019-11-05118:20:44.810] Testing vote type

type=2

I[2019-11-05118:20:44.958] Successfully validated vote signature
type=2

I[2019-11-05118:20:44.958] SUCCESS! All tests passed.

long@LMBP 0 ~/Downloads/yubihsm2-sdk/bin [

AT AZRIE T 'yubihsm'#& I fremote signeri@id 7 tm-signer-hardness BYNIIL, 35 &= Sl
tmkms TYEE R T coinexdex-testl_priv_validator_state.json X1, ABHREEN tmkms ARSS
cetd fRSB ITERUNT:



Yinaster’@ tmkns start

10:25:37 tmkms 0.6.3 starting up...
10:25:37 [keyring:yubihsm] added consensus key coinexvalconspublzcjduepqréufttg9cn3gyv2e2zumtyxgr8gncjqfex3suvjkffadc
wlyn@gxeemd9

KMS node ID: E19F932F@4BC03D4D96BE2A6C79DC23358565630

[error] [coinexdex-testl@tcp://127.0.0.1:26659] I/0 error: Connection refused (os error 61)
KMS node ID: E19F932F04BCO3D4D96BE2A6C79DC23358565630

[error] [coinexdex-testl@tcp://127.0.0.1:26659] I/0 error: Connection refused (os error 61)
KMS node ID: E19F932F04BCO3D4D96BE2A6C79DC23358565630

[error] [coinexdex-testl@tcp://127.0.0.1:26659] I/0 error: Connection refused (os error 61)
KMS node ID: E19F932F04BCO3D4D96BE2A6C79DC23358565630

[error] [coinexdex-testl@tcp://127.0.0.1:26659] I/0 error: Connection refused (os error 61)
KMS node ID: E19F932F04BCO3D4D96BE2A6C79DC23358565630

[error] [coinexdex-testl@tcp://127.0.0.1:26659] I/0 error: Connection refused (os error 61)

KMS node ID: E19F932F@4BCO3D4D96BE2A6C79DC23358565630

[coinexdex~testl@tcp://127.0.0.1:26659] connected to validator successfully

[coinexdex-testl] tcp://127.0.0.1:26659: unverified validator peer ID! (031F580AB92E6AE@FOA2D8B7240712398491C

[error] [coinexdex-testl:tcp://127.0.0.1:26659] attempted double sign Proposal at h/r/s: 1/0/8 (<nil> != 128C402F88)
[coinexdex~testl@tcp://127.0.0.1:26659] signed PreVote:<nil> at h/r/s 1/0/1 (106 ms)
[coinexdex-test1@tcp://127.0.0.1:26659] signed PreCommit:<nil> at h/r/s 1/0/2 (106 ms)
[coinexdex~testl@tcp://127.0.0.1:26659] signed Proposal:128C402F88 at h/r/s 1/1/0 (128 ms)
[coinexdex-testl@tcp://127.0.0.1:26659] signed PreVote:128C402F88 at h/r/s 1/1/1 (128 ms)
[coinexdex-test1@tcp://127.0.0.1:26659] signed PreCommit:128C402F88 at h/r/s 1/1/2 (128 ms)
[coinexdex-testl@tcp://127.0.0.1:26659] signed Proposal:758A65A8DF at h/r/s 2/0/0 (128 ms)
[coinexdex~test1@tcp://127.0.0.1:26659] signed PreVote:758A65A8DF at h/r/s 2/0/1 (128 ms)
[coinexdex~testl@tcp://127.0.0.1:26659] signed PreCommit:758A65A8DF at h/r/s 2/0/2 (128 ms)
[coinexdex-testl@tcp://127.0.0.1:26659] signed Proposal:37A20BE348 at h/r/s 3/0/0 (128 ms)
[coinexdex-testl@tcp://127.0.0.1:26659] signed PreVote:37A20BE348 at h/r/s 3/0/1 (128 ms)
[coinexdex~testl@tcp://127.0.0.1:26659] signed PreCommit:37A20BE348 at h/r/s 3/0/2 (128 ms)
[coinexdex-testl@tcp://127.0.0.1:26659] signed Proposal:DFD8F3F98D at h/r/s 4/0/0 (128 ms)
[coinexdex-testl@tcp://127.0.0.1:26659] signed PreVote:DFD8F3F98D at h/r/s 4/0/1 (128 ms)

[coinexdex~testl@tcp://127.0.0.1:26659] signed PreCommit:DFD8F3F98D at h/r/s 4/0/2 (128 ms)

[coinexdex~test1@tcp://127.0.0.1:26659] signed Proposal:D@BB17BASB at h/r/s 5/0/0 (128 ms)

[coinexdex-test1@tcp://127.0.0.1:26659] signed PreVote:D@BB17BA5SB at h/r/s 5/0/1 (128 ms)

[coinexdex-testl@tcp://127.0.0.1:26659] signed PreCommit:D@BB17BASB at h/r/s 5/0/2 (128 ms)

cetd start
I1[2019-11-05|18:25:42.422] starting ABCI with Tendermint module=main
I1[2019-11-05|18:25:42.465] —-minimum-gas-prices option not set! module=main
E[2019-11-85|18:25:45.562] enterPropose: Error signing proposal module=consensus height=1 round=0 err
="signerEndpoint returned error #4: double signing requested at 1
I1[2019-11-05|18:25:50.381] Executed block module=state height=1 validTxs=0 inva
11dTxs=0
I1[2019-11-05|18:25:50.397] Committed state module=state height=1 txs=0 appHash=B
A35356AB72C321E0BFC0121058310BC25EEB387E66E10A16CBBASAB49615D9E
I1[2019-11-05|18:25:53.392] Executed block module=state height=2 validTxs=0 inva
11dTxs=0
I1[2019-11-05|18:25:53.403] Committed state module=state height=2 txs=0 appHash=2
C94AFC5437FAQ9EOBDO9633FFB3996FC650D79293539AAD3BD868A89BFALF1D
I1[2019-11-05|18:25:56.404] Executed block module=state height=3 validTxs=0 inva
1idTxs=0
I1[2019-11-05|18:25:56.417] Committed state module=state height=3 txs=@ appHash=5
7E8515C56062D53FBF2DA5988626E9951EFEF6CCBA96189F269889024A90511
I1[2019-11-05|18:25:59.413] Executed block module=state height=4 validTxs=0 inva
11dTxs=0
I1[2019-11-05|18:25:59.431] Committed state module=state height=4 txs=0 appHash=9
F3AE3253CA8A6C36447D519FBDBB8CABCEC6BB3089594A459E4DA257B05450C
I1[2019-11-05|18:26:02.419] Executed block module=state height=5 validTxs=0 inva
11dTxs=0
I1[2019-11-05|18:26:02.430] Committed state module=state height=5 txs=0 appHash=8
2AF110125E0DAB28CDF7B485BFB2363E7ED1491EC3A7F42BOEA799D9ESD5AA9
E[2019-11-85|18:26:04.125] SignerListener: Ping timeout module=privval
E[2019-11-85|18:26:07.228] SignerListener: Ping timeout module=privval
~CE[2019-11-05|18:26:09.698] Not stopping BlockPool -~ have not been started yet module=blockchain impl=Block
Pool

[EJRAICR

1. BT yubihsm R Aremote signerft cetd Fl tmkms #EFAELBEIIERL FEEEN height=1 15)
LIRS 1=, G0 tmkms 3RES 10:25:45 [error] [coinexdex-
testl:tcp://127.0.0.1:26659] attempted double sign Proposal at h/r/s: 1/0/@ (<nil> !=
128C402F88) , MM cetd N3RS E[2019-11-05118:25:45.562] enterPropose: Error signing

proposal module=consensus height=1 round=0 err="signerEndpoint returned error #4:



double signing requested at height: 1" .M TMARS 2 EBEMFIE2T RS, NAS H X
BN B ZtmkmsTEXI I AT A KT IZ 875 O] 7R, BE 1SR LR )

2. 7£ECE Tremote signerfyIE)n T, 181 cetd tendermint show-validator Z{Z& cetd tendermint
show-address 1§ EIAYX FIIET RAVS 25 remote signerfig A9 H A~ —E:

long@.MBP 0 ~ 0 cetd tendermint show-validator
coinexvalconspublzcjduepgroufttg9cn3gyvZe2zumtyxgr8gncjqfex3suvjkff24dc
wlyn@gxeem@9
long@LMBP 0 ~ 0 cetd tendermint show-address
coinexvalconslxs7x6atmgxq9h76qa89dhnw2h@1shvtkcx4uld
long@LMBP 0 ~ 0 cetcli q tendermint-validator-set --chain-
id=coinexdex-testl
blockheight: 27
validators:
- address: coinexvalconslxs7xe6atmgxq9h76qa89dhnw2h@lshvtkcx4ul@
pubkey:
coinexvalconspublzcjduepgroufttg9cn3gyv2e2zumtyxgr8gncjqfex3suvjkff24dc
wlyn@gxeem@9
proposerpriority: 0
votingpower: 1000000000

B EEMIFRAh~/.cetd/config/priv_validator_key.jsonBiFH1TEIBZIEELA—E

$ cetd tendermint show-validator
coinexvalconspublzcjduepgqdrhfdnelxwfh67ypgdwuzf@x@kva3gpkhs95npj20yhvk
rn850sxc9x4c

$ rm ~/.cetd/config/priv_validator_key.json

$ cetd tendermint show-validator
coinexvalconspublzcjduepqstk?776c9jdvfd38usf6fI6f5dsmizurdflgkhs3z97ghd3
4k532qd5qrym

WIS EEE 0 8% o AR IIAERSCE] ShowValidatorCmd BB SIEITIEENASHE
priv_validator_key.jsonX{43RIREIZ5R, HBEXHFAFENSIGITERK—
D priv_validator_key. json X{RIZEVENE, H AKX OEEEE T remote signer.

// ShowValidator - ported from Tendermint, show this node's validator

info
func ShowValidatorCmd(ctx *Context) *cobra.Command {
cmd := cobra.Command{
Use: "show-validator",

Short: "Show this node's tendermint validator info",
RunE: func(cmd *cobra.Command, args []string) error {

cfg := ctx.Config


https://github.com/cosmos/cosmos-sdk/blob/02c6c9fafd58da88550ab4d7d494724a477c8a68/server/tm_cmds.go%23L40
https://github.com/cosmos/cosmos-sdk/blob/02c6c9fafd58da88550ab4d7d494724a477c8a68/server/tm_cmds.go%23L71

UpgradeOldPrivValFile(cfg)

privValidator := pvm.LoadOrGenFilePV(
cfg.PrivValidatorKeyFile(), cfg.PrivValidatorStateFile())

valPubKey := privValidator.GetPubKey()

if viper.GetString(cli.OutputFlag) == "json" {
return printlnJSONCvalPubKey)

pubkey, err := sdk.Bech32ifyConsPub(valPubKey)
if err != nil {
return err

fmt.Println(pubkey)

return nil

1

cmd.Flags().StringP(cli.OutputFlag, "o", "text", "Output format
(textljson)™)
return &cmd

EBC & 7 remote signer{&)i T, XUFE—"1"bug,(E ZRIE T EAIITIL,cosmosHPAMUFE R E B E—
PDEENSEEIRIZSE A B B9 T B :Implement gaiad tendermint show address #1464:

"gaiad tendermint show_address should show the address of your validator encoded as bech32.
Currently, the only way to find it is to cat priv_validator.json and then manually transform it from
HEX to bech32."

XF priv_validator_key.json MFRIIEFRAILMIEIZEN HRE: cetd BHINEERHERSHE
remote singerG AR AR getpubkey AEIRIEIRENEA RRjsonSX (b json X ARNIZE &
priv_key&EB 0 8IS B). 2R IZHremote singerfl B 24— 1. R B EIXBremote signerdf IR B A
#hJSONX 4 BIRHETT BEALAE B — (B 2 priv_key) X1FRERIEJSONX 45 T3 R RF5T—E.


https://github.com/cosmos/cosmos-sdk/issues/1464
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