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10 J5% H Wauille, Pieter. BIP-66: Strict DER, signatures. 2015. https://github.com/bitcoin/bips/

blob/master/bip-0066.mediawiki


https://github.com/bitcoin/bips/blob/master/bip-0066.mediawiki
https://github.com/bitcoin/bips/blob/master/bip-0066.mediawiki

FEE R 64 T, A, £ Bitcoin I Bitcoin Cash $1EIH AR H Schnorr 254411
THe%, BoA >R DER JE(4utY Schnorr 5418, 1M/ B SR HIA A EIIIEE 64 11
kIR R

1E Section 3.4 H1, #2317 Bitcoin F] Bitcoin Cash 3% 1Y Schnor 25 Z | K25 4 1H
N (R,s),ReG,s €F,. EERELMET R Z 1, 1 s &2 32 FIHEEL Wi
32 AR Ze B — R R? TR P2 — MR 2 B — AL AN
AT E S M 65 AT, 1M H BT A AR EGRFROR T = S 33 A, 32 M
FON R AR, AN F RN RUIAARIBUE (R (2, y) TR v* = 2% + 7, W]
(z, —y) Wi2). TR 32 N RIBMRE ML LR — =7 FTLURE], 33 Ty
RS N RIS RN TRIE 1 HRINEE: v 2 —y. A0 A i ] i e e
PEBT, X RIS BUE AT IR AE, (675 MR AT RERYINARAR FR A — A RE A% T 2 2544,
ATLAH 32 N R A, AT LM% Section 3.5 Hi ik R I BUE [l Sk 4L BE ECDSA 25
HAE AT RS PR AR 77 28, BRI AR Y BB < p/2 Bl BRI ASAR B BUE 4070
NETEL (B DAUEED. BRI B A S RET p &4, My mod p Al —y
mod p IR— A AFE D NEE. FHIMUAT LGB Z)E v AU Fp B U0 A
(Quadratic Residue) fJ7 X AIIBRE]. Pieter f2¢T Schnorr £ 41 BIP Ef& “Schnorr
Signatures for secp256k1” H>R Fl A2 — kT A 1Y 7 AT y EILR. Pl 5
RIS KA I 2 ST (A Jacobi £F-57) LANCRIAER, 5455 SN SR AR A 23,

3.7 AEERMEREVMHMER m MAMEERE

ECDSA %43, 1 567 FIA T EEO 48 m TR, SRR )
FHRERITL. BRI BRI m SIS, FER W75 (T 5 S B i 4
V. SR B R M A R U, WA 40— SRS m A5, TIARE
AN m AT R o = (r,5) ARG d X4 m IS4, AR
I RESRALAN A m A (RIS ERRTE e), WAERTARET LUE 5 TR d [0
BaE o' = (1, 8").

14 ECDSA 2 ZRAF TR, Tl — MRS d WHHE m SBIEAH (r,s) I,
TERALH S

sHeG+rP)=(2,y)=R, 2 modn=r, Hfr=2 modn,(z,y) =R = kG.

) N

AT NERAT LRSS — N BRI EEE A E o = (r,s) FIH ExUE B2 LUy
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for secp256kl. 2018. https://github.com/sipa/bips/blob/bip-schnorr/bip-schnorr.mediawiki

10


https://github.com/sipa/bips/blob/bip-schnorr/bip-schnorr.mediawiki

oo TIRGHIALY] d. IR R LR BUA u,0 cp By JEIST B = (o) =
WG 4P, 4 ' =o' mod n. N T IERANIES of = (, ) (RN, IERRIETL,
% UG +1'P) = uG +vP, NI

{s’_le’ =u modn {s' rv=! mod n
%

s~ =v mod n, ! Tyv~t

e =ruv mod n
Mo = (r',s") MamE L FIHAH Q = dG Rl iiE i :
§STHEGH1'P) =G+ 7' P = (v tor'uv™ )G 4 ' lur’ P = uG 4 vP.

IARAERAIE ECDSA 284, ZORIRALS A E R R HITHE m, WITCHEIT b thig
BRI, X2 T A R B SRR ARAIE TN € S m' FEHIL ¢ = H(m')
AEAATRERY. SASSIREIE m st € = H(m') ROVEZE S WRATTREST, FINN T
Yt (r', '), M

s'~l¢/ =wu modn , . .
—cdut=s=rv modn —7r =e¢u v modn

s~'r" =wv mod n,

VERE w, v IE, (15 Ty 7 REA R AN B L.

/ /

= €eu v modn
r= 2 modn, (2, y) =uG+vP

R A Fd PR A T BRI w, v (4% B[R A T 358 2 A R i s &%
WA AR F R T RGO BN LT, W Ay RS M T2k 2250 2= jA) g
YO ELMNT A BELIBUE AR [E) (R ). R4 A BRI 2508, A ERRE g R e R 2 2128
RERAE, IRRARBLSERY, RNl ek e m' st ¢ = H(m') RPpEs 4 2R 0]
REATHY.

Craig Wright (JRAHE) 8 &H) HIAT A 2800 B EE i i Satoshi Nakamoto FY45:
ZAE, M ERE CRPARR. HIAEA AT MBI E R, EEAmME"? 124t 7 H
L) T HR D AR 25 24 Sk B R EFR E O 2 AR,

4 M ECDSA Z&ETSIENE

RS 28505 /15— D XA RN, X T4 I XCHAARFR, SR T DR A A 0k B 56 T
KA# 2. Bitcoin MZ%H— 4R P2PKH 525 [ E R NEAE Figure 2 /s Hrpfig

12 Prove to the world you are Satoshi Nakamoto. https://albacore.io/faketoshi
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BiMIA (Unlocking Script) H2E#4(H sig # M DER Zifib{CEERLYN 70 D745, 4RI
H1 PubK 552 33 />y (HERF A R4 ), BE A (Locking Seript) Hi*y i DUP,
HASH160, EQUALVERIFY, CHECKSIG 4 (5 i —/~5%5, fii PubKHash 4y 20 45775, Il
Figure 2 JE/RIYIAS & I B EA7RE 25 IHIRZ000 130 5.

Unlocking Script Locking Script
(scriptSig) + (scriptPubKey)
<sig> <PubK> DUP HASH160 <PubKHash> EQUALVERIFY CHECKSIG
Unlock Script Lock Script (scriptPubKey) is found in a transaction output and is the
(scriptSig) is provided encumbrance that must be fulfilled to spend the output
by the user to resolve
the encumbrance

Figure 2: Bitcoin Hff] P2PKH 32 5: fiRt i AR S BUE A

ECDSA £ S — e XS b AR A HEZ Bitcoin oA FI FHRY4EIE 2
A LARAEAE 21 sig HESRLH 208 PubK, "R SCHR T ATICE 45 44 RAB AUX — . IR ERE
BUAIAR 33 DETHES AP PubK FBUZITARI. RN ECDSA &2 Er] LMKE
N, BRI AT FRE T B PubK, | Figure 2 FrRiy5c 5 K% 5 4 100 4
TR R, K2R 23% B HTTE. AR Bitcoin I IGHFIH TiX—
R, U ERER N X S v A RCRE 225 5, D S0 DX o P ) A 22 ) s P A5 38 K 4
1. Ethereum I HH A 7 ECDSA £ ML X —4#1%, Ethereum 3¢5 A &2
HAEE, R N2 AR R

Sebr b, AT REAE N AEE HE— I AHME, BT EAAHEFIMIER, EH
T SCHF AR B A R, libsecp256k 1 FEHRE LT Listing 3 H o (Y] PCE A 44 45
T, MRARTERE 0] AR SZ SR A/ INA 65 A5,

Listing 3: libsecp256k1 H1f{ secp256kl_ecdsa_recoverable_signature

/#* Opaque data structured that holds a parsed ECDSA signature,

* supporting pubkey recovery.

* The exact representation of data inside is implementation defined and not

* gudranteed to be portable between different platforms or versions. It is

* however guaranteed to be 65 bytes in size, and can be safely copied/moved.

* If you need to convert to a format suitable for storage or transmission, use
* the secp256kl_ecdsa_signature_serialize_* and

* secp256kl_ecdsa_signature_parse_% functions.
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* Furthermore, it is guaranteed that identical signatures (including their
* recoverability) will have identical representation, so they can be
*  memcmp'ed.
*/
typedef struct {
unsigned char data[65];
} secp256kl_ecdsa_recoverable_signature;

%t Listing 47 libsecp256k1 Hf{ 8 ECDSA & 48 (WEIRTERA/MEIE N 64 4
1), ATLAVEE # secp256kl_ecdsa_recoverable_signature T BLA /NI — 1 SR AEAE
FHM EE. libsecp256k] W 3RAL T HH W I 245 ] secp256kl_ecdsa_sign_recoverable.

Listing 4: libsecp256k1 H1H] secp256k1_ecdsa_signature

/** Opaque data structured that holds a parsed ECDSA signature.
*
* The exact representation of data inside is implementation defined and not
* gudranteed to be portable between different platforms or versions. It is
* however guaranteed to be 64 bytes in size, and can be safely copied/moved.
* If you need to convert to a format suitable for storage, transmission, or
* comparison, use the secp256kl_ecdsa_signature_serialize_* and
* secp256kl_ecdsa_signature_parse_* functions.
x/

typedef struct {

unsigned char data[64];
} secp256kl_ecdsa_signature;

TR AR S5 A4 0 S, LUK R 85 A SR Fh RS NI — > - T R AR S
B, ekt ECDSA B 4P r =2 mod n, (2,y) = kG, z,y € Fp, R4
& secp256kl IS HAT A, n<p<2n, MY z <nif,r=2, MY xz>=n, G =r+n.
WRIHRE » AN 2 @ KT n X 1 RGBT DIE—RE R = kG HIREAENR ©. F—

AR IR A 22 7 R n] DON = iETHE VAR y BIME, RTACERR y 1 —y &8
SEXTR o A TEE, MR « fIELI y Na B0 20X 1 HRHE BT DAME—Hfi &
MR=kG. 7 RERZE, MTEHENELFLOEEN FHEE A P

R=5"eG+7rP) = 1P =sR—eG — P=1r"'(sR—eQ).

Listing 5: libsecp256k1 1 secp256k1_ecdsa_sig_sign
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static int secp256kl_ecdsa_sig_sign(const secp256kl_ecmult_gen_context *ctx,

secp256kl_scalar *sigr, secp256kl_scalar xsigs, const secp256kl_scalar *
seckey, const secp256kl_scalar *message, const secp256kl_scalar #*nonce, int
*recid) {

unsigned char b[32];

secp256kl_gej rp;

secp256kl_ge r;

secp256kl_scalar n;

int overflow = 0;

secp256kl_ecmult_gen(ctx, &rp, nonce);
secp256kl_ge_set_gej(&r, &rp);
secp256kl_fe_normalize(&r.x);

secp256kl_fe_normalize(&r.y);

secp256kl_fe_get_b32(b, &r.x);
secp256kl_scalar_set_b32(sigr, b, &overflow);

/* These two conditions should be checked before calling */
VERIFY_CHECK(!secp256kl_scalar_is_zero(sigr));
VERIFY_CHECK(Coverflow == 0);

if (recid) {

/* The overflow condition is cryptographically unreachable as hitting it

requires finding the discrete log
* of some P where P.x >= order, and only 1 in about 2A127 points meet
this criteria.
*/

*recid = (overflow ? 2 : @) | (secp256kl_fe_is_odd(&r.y) ? 1 : 0);
}
secp256kl_scalar_mul(&n, sigr, seckey);
secp256kl_scalar_add(&n, &n, message);
secp256kl_scalar_inverse(sigs, nonce);
secp256kl_scalar_mul(sigs, sigs, &n);
secp256kl_scalar_clear(&n);
secp256kl_gej_clear(&rp);
secp256kl_ge_clear(&r);
if (secp256kl_scalar_is_zero(sigs)) {

return 0;
}
if (secp256kl_scalar_is_high(sigs)) {

secp256kl_scalar_negate(sigs, sigs);

if (recid) {

xrecid A= 1;
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38 }

39 }

40 return 1;
410}

HT Bk, L hbsecp256k1 HH PR % secp256k1_ecdsa_sig_sign HYZLIYE
BRI — DT IER, 20 Listing 5. sREZHL recid X AMRE 55445
ik secp256k1_ecdsa_recoverable_signature H1 BN G— F 7. BIEE 22 /70T
H, AR recid 55 2 HARHARY 1, 308 v > n, WEAREARHR LR 1 W R AU AR
AR EMTERRE, BNARYEISIRE sy, FATH KM 1 4 secp256k] 1Y AR [A
(Cofactor) 34 1 I, AT 1 WIHE, I r 1 o B, f7 38 2 AT Al
x {8, fEIT 24 Ed25519 2544 FERS, FERRA0 I 43 A I S AR AR 5] i 2T SR P g 5
i
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