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1 X25519 &k

Curve25519 /2 Bernstein f£ 2006 FHJE RIS BT DA A4, Hrp 25519 R i Z&ET
MR BUE IR 22°° — 19, 7RIk B TR T o ALFRg ECDH 241N
X25519. (UCH MR E A Ze sy @ AAbrtyt ECDH RYAETLmAIK BT Vietor Miller £
1985 4F & F MY 2N " Use of elliptic curves in cryptography”. FEAUKHT = ALHRIEY
ECDH #pir, Alice 18 (a,x(P)) — x(aP) ZJ&, ¥ x(aP) {£#% Bob, Bob i1
(b,x(P)) — x(bP), x(bP) tZi#%5 Alice, Hrfr a f1 b /& Alice F1 Bob £ H A=l i i A4
B, P i B —"Rd. Alice 29 Bob FHEZGIHE (a,x(bP)) — x(abP), [H]
B Bob fEHF] Alice HIHEZ)G, 15 (b,x(aP)) — x(baP). XHL/Z Bernstein [5T
Curve25519 HiIZ&iY X25519 ARG b I EEG. B EA IR T o AAFR RATBMILE
SR L, SRS EEIIRE « ARARTIHRZ T A2, AR EA] LLsE i@t — R B
SMET R P = (z,y) fl =P = (v, —~y) AHEFAR o PR, 8L Eh R h 2 i oe i
R AR HE (Quotient Group) E/(—), WIAERTREIALA T, /A @ ALhR] LAME—SRIRRTHE
LR, BIERE B/(-) BB x

x:P—>{(xP:1) it P=(xp:yp:1) | (1)

(1:0) itP=0=(0:1:0)
mrBHEHIE, HiE x(X 1Y 2)) = (X : 2) A% Z # 0 o7, XTII5Ts O
S XF BB x 3T R B R, &P NI —P AR IR R TR
X(P) = x(—P). 54hi P,—P {f] k (IRIEHMEEE bP,k(—P) EU5HE B/(—) T84

IMiller, Victor S. ”Use of elliptic curves in cryptography” In Conference on the theory and application

of cryptographic techniques, pp. 417-426. Springer, Berlin, Heidelberg, 1985. https://link.springer.
com/content/pdf/10.1007/3-540-39799-X_31.pdf
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E— IR
k(—P) = —kP = x(k(—P)) = x(—kP) = x(kP).

AT BT o AR AT LI ECDH Wi, RN Hrp (U R I iRz .

SRIMAEZEE x(P) 1k RYZEMER, WSROt R x(kP) FARI. ERFIPAE
71N B 1 b 2 RO BB AT DA OO T o AARRYIS L, (HE RIS AR S i 2 A9
HEREEt (BRI KT 4 B IIAEAE) A SaF SR B B EE B 5 52 R iy
R R SEEL. s Bernstein 28 AfE L E “Montgomery curves and the Montgomery
ladder”?f3ik: The Montgomery ladder is much simpler and almost three times faster.
The structure of Montgomery curves is important for this simplicity and speed: from the
modern Edwards perspective, Montgomery takes advantage of having a point of order J
on the curve or its twist. X, /& Bernstein SRS SFITE MM A, FEIXLE)H R 2
4b, X25519 FYIRHH-L5 EE] T ECDH AL iyl GBI 2§ [AE5HF 31X 5 A7) E5 A
2R EEBELT 1 T Wb RILEE, faifl T X 25519 B9 SEEUAI .

ECDH (1 52kn il rhifs 235 2% JE A2 XTI M B i 2. £81 ) ECDH #y
wrh, Z 5P AU R WS 7 AR AR AP, O T ORIEL e (PR 5 O
FAAE A MER), T2 E ek B RIS IETE, IR o tn SR iy /U2 7 20 5
YR, T AT e ECDH Pl (93¢ B AR B BCRASAE 2. X sl A G 0 o S
R OB TC T I A, KUY AR IR ZRBOE Y 9 TT 2 LA SR [ il 27 e
R IR BEA BRI RO TS IE AL, 251K small subgroup TCi; WESRAERIA
W28 SR SEAERR R 22 b, M 3EEL invalid-curve (i, 2 U, “Guide to elliptic curve
cryptography”® 1 4.3 /NAT. BRI A TE T T = A4hRi) ECDH 45 5 # by
s BOMUFI @ ARy 53— AR TRE “ (a2 B S BIRE— L2, #q
SR U A BRI AR AT IR R R SRR R B 7 AR AT o AR
ECDH #pirh, ZHELEN o EREGEHESFN THE «° + Ar® +o R T IRA.
THERPITsER 2-to-1 HIBRGY, @ HIATA A REBUE A UA —FR 2z 2ATEN. Xt
2 X25519 (5 — Ml b Bk BRI E(Fp2), Fpe = Zo2ss _19[V2] [
RN & RIS S B(Fp) M1 E(Fy2), MERER © € Ty HBAT O R 2154
SRR B, DRI I 5 B E IR HE = BT EIREI BT LIRS, 550
T X25519 (UKt & A6hR, FTLABIRGINT E(Fy), (H X25519 i RYsE 2 E Fy

2Bernstein, Daniel J., and Tanja Lange. ”Montgomery curves and the Montgomery ladder.” IACR

Cryptology ePrint Archive 2017 (2017): 293. https://eprint.iacr.org/2017/293.pdf
3Hankerson, Darrel, Alfred J. Menezes, and Scott Vanstone. ”Guide to elliptic curve cryptography.”

Computing Reviews 46, no. 1 (2005): 13.
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LSRRG, SXURER T (UKH @ AbRZ 5N, X25519 FHELH AR ECDH 182, 4 A Ak
TSR Sy T R @ € Fy #FRAKRNATININTG 5 LRI AP AEIERIE, 3]
ANTH BRI s, B AL B O SO AR IR A, X25519 #
HISHE U R 2.

2 FEAHME Curve25519 5 X25519

SEFERITE RO 2k Curve25519 Fl1 Curved48 54 RFC 7748 H1, Hih Curve448
& Mike Hamburg 7 2015 S I AGHTIILE, BE4R0E 224 AR 4. RFC 7748 4
I IF 25 H T B T A I i 2 0L @ AdR) ECDH 5 815c 40 il X 25519 T X448.
ARSCH R RTE Curve25519 SR YR EA S e tp il X25519. Curve25519 & iE AEH I
Fp,p = 22°° — 19 A BRI AR ML o = 2° + 4866622 + 2, Hrpllizk R4
#E(F,) =8-ny, WRIRETH 8, I HA

n1 = 0x1000000000000000000000000000000014def 9dea2f79cd65812631a5cf5d3ed,

Listing 1: Curve25519 HY Sage 7~

sage: fp25519 = FiniteField(2A255-19)

sage: A = fp25519(486662)

sage: B = fp25519(1)

sage: curve25519 = EllipticCurve(fp25519, [0, A, @, B, 0])
sage: card = curve25519.cardinality()

sage: hex(int(card))
'0x30000000000000000000000000000000a6T7cef517bce6b2c09318d2e7ae9f68L "

sage: nl = int(card / 8)

sage: hex(nl)
'0x1000000000000000000000000000000014def9dea2f79cd65812631a5cf5d3edL’

sage: curve25519.abelian_group()

Additive abelian group isomorphic to
Z/57896044618658097711785492504343953926856930875039260848015607506283634007912
embedded in Abelian group of points on Elliptic Curve defined by

yA2 = xA3 + 486662*xA2 + x over Finite Field of size
57896044618658097711785492504343953926634992332820282019728792003956564819949
sage: def print_point(p):

e if p.order() == 1:

el print "point at infinity"

R else:

4Hamburg, Mike. Ed448-Goldilocks, a new elliptic curve. TACR Cryptology ePrint Archive 2015
(2015): 625. https://eprint.iacr.org/2015/625.pdf
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ceelt X, ¥y =p.xyQ

et print "(%064x,\n %064x)" % (X, y)

sage: G = curve25519.1ift_x(9)

sage: print_point(G)

(0000000000000000000000000000000000000000000000000000000000000009 ,
5f51e65e475f794b1fel122d388b72eb36dc2b28192839e4dd6163a5d81312c14)
sage: print_point(-G)
(0000000000000000000000000000000000000000000000000000000000000009 ,
20ae19a1b8ad86b4e@ledd2c7748d14c923d4d7e6d7c61b229e9c5a27eced3d9)
sage: P = curve25519.random_point()

sage: while true:

et P=nlx*P
e if P.order() == 8:
et break

el P = curve25519.random_point()

sage: print_point(P)
(57119fd@dd4e22d8868e1c58c45c44045bef839c55b1d0b1248c50a3bc959c5f,
173a6c76c2ba719bce3935f fba@4afeadf5bbcb971559722f@efc7bdfb7f9a36)
sage: for i in range(1,9):

AP p=1=%P

P print "order = %d" % p.order()

ceelt print_point(p)

order = 8
(57119fd@dd4e22d8868e1c58c45c44045bef839c55b1d0b1248c50a3bc959c5f,
173a6c¢c76c2ba719bce3935f fbad4afeadfSbbcbh971559722f0efc7bdfb7f9a36)

order = 4
(0000000000000000000000000000000000000000000000000000000000000001 ,
141b0b6806563d503ded5885280b59109ca5ee38d7b56c9c165db7106377bbd8)

order = 8

(00b8495116056286fdb1329ceb8d@9dabac49f f1fae35616aeb8413b7c7aebe0,
46ce3ed6a9617c5adob7d3eb19d74ba86cc403d6127fedb29778eb7codaf84d3)

order = 2
(0000000000000000000000000000000000000000000000000000000000000000 ,
0000000000000000000000000000000000000000000000000000000000000000)

order = 8

(00b8495116056286fdb1329ceb8d@9dabac49f f1fae35616aeb8413b7c7aebe0,
3931¢129569e83a529482c14e628b457933bfc29ed801b4d6887148392507b1a)

order = 4
(0000000000000000000000000000000000000000000000000000000000000001 ,

— 4 —



63
64
65
66
67
68

Crypto In Action

obed4f497f9a9c2afc2lfa77ad7f4a6ef635a11c7284a9363e9a248ef9c884415)
order = 8
(57119fd@dd4e22d8868e1c58c45c44045bef839c55b1d0b1248c50a3bc959c5f,
68c593893d458e6431c6ca0045fb5015200443468eaa68dd0f103842048065b7)
order =1

point at infinity

R4 Eik Sage 7R lAAE, WL E AR By, B Curve25519 HfIE #h 2 ri SR A S 4T 1Y
FRf#. curve25519.abelian_group() MRS TEE R IR, Z S ERWT Zsy,, BkE E(F),)
HRAEAERT N 2, 4, 8 5. B 2 19 R T 2 RE AR (0,0). Bl e A AAD i BELIE
R M Ze BRI P, FFHE ni P FIVES AN 8 RGN 8 WAL, T RS E(F,) [H
T Zgn,, MG 8 rHIFHE, — na BrRI7HE, 8 A 141 1 sl (R TEss
ER), 14 2 el (AR (0,0)), 2 1 4 Birsdd 4 8 B il BRI REE E(Fp) FEHUBUS
P, WRd ny P AETN 8 AUMER 1/2, BRI Listing 1 A58 32 255 37 47 AYARDAE LIk =
G 5E k. AT 8 Mk a, Listing 1 Hpas 41 2 45 {7 8 B R firfy /il
KB XTI G, RFC 7748 h—JTIGRZ5 Y X25519 SR IVEER G N
(0x9, 0x20ael9a1b8a086b4e01edd2c7748d14c923d4d7e6d7c61b229e9c5a27eced3d9).
SRMAERESG ) RFC 7748 {yHhIRS HgHERT G IEREIE B R
(0x9, 0x5f51e65e475£794b1fe122d388b72eb36dc2b28192839e4dd6163a5d81312¢14).
IXAE AR, X25519 Pt i 5] h 2e siitis S H b MmO AR AR, BT LA X25519 ¥ & (1935
ESOEALEE. SR T Curve25519 5 Edwards25519 XA FREEY, 1 EA25519 ft
WA B B R T B AR, JFHELAET AR S RE. RFC 7748 Hgh H
HYEE R, s Uit 3] Edwards25519 I 2 i pl Edwards2519 Frfg i 5 g 19 S48,
WA T BB IE, DMEAER R A BRI 554 5 Edwards25519 1 Curve25519 f1)4E
RERFF 3 2 Listing 1 128 24 225 30 17.

X25519 AT TS FAN ¢ € F, #UEATEAPMESIN T k8 Eri
2 mifE E(Fpe):

E(F,:) ={0}U{(z,y):y* =2° + Az* + 2,2,y € F2,Fp2 = Zg23s _19[V/2]}.

FEX E(Fp2) FHBURIRIE — N —0 =0, —(2,y) = (z,—y). E(Fy2) EIERE + &2
SnF:

° O+O:O’O+('Tay) = (l‘,y),(l‘,y)—FO: (w,y),(m,y)—&—(m,—y) =0

SRFC 7748 Errata. https://www.rfc-editor.org/errata/rfc7748
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o (z1,11) + (72,92) = (w3, ¥3),

)

I3 :)\2—(.’E1+.’E2)—A
Ys = (21‘1 +$2+A))\—)\3—y1 :)\(331 —xg)—yl

\ (y2 —y1)/ (22 — 21), if 21 # 22,
(327 + 24z, +1)/(2y1), if (z1,51) = (22,92),

E(F,) 284&E E(F,2) )7 (Subgroup):
E(F,) = {O}U{E(F,2) NF, x Fp},

YRR BB EM FIH, 2 (21, 91), (22, 92) € Fp x V2F, I, X € V2F,, IEIZH
HUA (23,y3) € Fp X V2Fp. WA (23,ys) € By X V2Fy, ATLL E(Fp2) HH S — S FHEN

E'(F,) = {OyU{E(F,2) NF, x V2F,}.

[0 2% & E(F,) 1 E'(Fp), WHEER = € Fpx £ 0 FRHAN A EETEENE,
XKW TR AR {0,(0,0)) t2 E(F,e) W7/ WRiHng, X THAN » € Fy,
E(F,) f1 E'(F,) H#A 2 MRS T =, fUMETYH o = 0 iy, H

L (0,0) MIREAEAR N, BT E(F,) M E'(Fp) S sies O, W #E(F,) +

#E (Fp) =2(p—1) +2+2=2p+2, Ik ‘+2 ZRAWITESGTE AR (0,0), 55—

42" BRI EE AWM TCIIER O. M #E'(Fy) = 2p + 2 — 8ny = 4ny, Hi
ng = 0x1ffffffffffFfffFFffFFffFFFEfFFf£d6420c42bal0c6534£db39cb4614581d.

HL b E'(F,) WLVEHUES E(Fp) 48 Fpe ERMIAY A2 (Quadratic Twist) A

A AR ERIMZ EY p FRPINSE A, B b, BEERESE A, W EX g 1 -4

Az (j-invariant) A:

() = 2O

WRISEEF SR AL mSE A EXL. ZH B Al UAA MU L K+
(Twisting Factor): XIF B’ € Fp, B’ # 0, M5 (z,y) — (z,v/B/B'y) H
EY'p = EYp. 4 B/B j& Fp LI KFIAM, %A (Isomorphism) J&7E AL F, L
1, B0 BY g 2 BY p 09U M2, WRIPT S IZAE Fpe R R, X T Curve25519
ML B = 1, IIBATIRE L Fpe = Z,[V2], F B =2, HEE 1/2 KE F, L KHE
&, Lk BX g 25 EXp 16 Fpe EIRR U Z, TRTRRY E'(F,) WA LA HUZ
BNy, 15 Fpe EROTRE
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[FN 25 RE E(Fy) F1 E/(Fp), WX TAHERIITE q € Fy, #fF1ER Q € E(F)2) (Q €
E(F,) U E'(F,)) R IEAFHES q. 5T I, Bernstein 1EW] T BT xo : B(F,2) — Fe:

{ x0(0) =0 o
xo((x,y)) =
HTFAERSHEA n, AT Q € B(F,2),%0(Q) = q,q € Fy, HHLEWE Y 5 € F, fif
1 x0(nQ) = 5. XALEBHNHHLLIN © AFF X25519 BT UL T T i,
AT FRIA TIEERE. T g € Fp, 18 o = ¢ + A¢® + ¢, MIFTEX o (ERENE, 2
TR AR LR TR AT AR T 16

o= 0, WK% q =0, BT 0% = 0, FIES {Q € B(Fp) : x0(Q) = 0} =
{0, (0,0)}, LA FHERMN Q € {0, (0,0)} #54 nQ € {0, (0,0)}, 1A xo(nQ) =
0.

o a RAFHAF, EZURAN, W q(®+Ag+1) #0 = ¢#0. flr £F a
MFTTHR, M) Fpe B o (FETTIRAA £r, MES {Q € E(F)2) : x0(Q) = ¢} =
{(g;7), (g, —n)}. L s = xo(n(q, 7)), BT (¢,7) € E(Fp), WA n(q,r) € E(Fy), N
s €{L,2,....p—1}. 54k n(g, —r) = n(~(q,7)) = —(n(q,7)) = %o(n(q,—1)) =
xo(n(gq, 7)) = s. IHATTIrARIHL x0(Q) = ¢ IR Q € E(Fy2), A x0(nQ) =

S.

o a ANFHNF, B ZRAERRN, FIHEA ¢ # 0. BT 2 02 F, B4R
Flaz, W a/2 2 Fp BRI U0CRIG, ICAHR AR v, W Fpe B R RE N
+r, FIE {Q € E(Fy2) : x0(Q) = ¢} = {(¢,7v2), (¢, ~V2)}. IL s = x0(n(q,7V2)),
HT (q,7V2) € E'(F,), WA nlg,rvV2) € E'(F,), Il s € {1,2,...,p—1}. FHh
n(q, —rv2) = n(—(q,7v2)) = —(n(g,7v2)) = xo(n(g, —rv2)) = x0(n(g,7v?2)) =
s. RIS T HrA R L x0(Q) = ¢ BIR Q € E(Fy2), #A x0(nQ) = s.

IREBUESE TAE TRy LA T, (UKL o AR T AT RIS A, R
PR I RO 2 bR @ A8AR DLURGE AT LIy ECDH #8150 ihill, 2
W Figure 1 Hj/Rff Alice fl Bob Z[AJf) X25519 AWM Aid A, (EFEEE, B
AR SN T R EE T AU « AAR, BTG R EILZAE Fpy E5E
f. Figure 1 /1 ‘Public string 9’ I8 X25519 HYNHSHEL G BALAR 9 B9 FTEL
H. EAFHR AR, £ X25519 H1 Ed25519 (Y3 Serrh, dum iy 25 1 X e R gk T 4
fRRHIRLE. € AE By LRVARER, LU/NIEGA N 78, WATARE = € F, 5
2[0] + 256 * 2[1] + ... + 256" x a[n — 1] L p FA&. A 32 DFIHYEE DAL AR E

-7 -



O 0 N O Ul A W N -

I S e el T el o
S W 00 N O Ul A W N P

Crypto In Action

Alice’s secret key a Public string 9 Bob’s secret key b

Public function
/ Curve25519 \

Alice’s public key Bob’s public key
Curve25519(a, 9) Curve25519(b, 9)

{Alice, Bob}’s shared secret _ {Bob, Alice}’s shared secret
Curve25519(a, Curve25519(b,9)) Curve25519(b, Curve25519(a, 9))

Figure 1: X25519 5405t

I, X5 X25519 Mhil R E el a G — T RS LR ALIE R, 200 Listing 2 H4
TAT, HIRER N T BRSSO R, 756, NS EL bits [MEN 2550 7
Curve25519) 53 448(%f i Curvedd8). 7 4h RFC 7748 rfth B fffs Hi, X25519 (1ML
SR AETE (Non-Canonical) AY{E, Xt X25519 111 5, JEALTEAE f4E 2255 - 19
F) 225 — 1 [FTAH. EREEFEL decodelittleEndian A XM AZSEL u HUTMIBRE],
B 32 S TR EEE T LAE R Curve25519 (A {u,u € {0,1,...,2256 — 11},

Listing 2: X25519 1 X448 (4R M5

def decodelittleEndian(b, bits):
return sum([ b[i] << 8*i for i in range((bits+7)//8) 1)

def decodeUCoordinate(u, bits):
u_list = [b for b in u]
# Ignore any unused bits.
if bits % 8:
u_list[-1] &= (1 << (bits % 8)) -1
return decodelLittleEndianCu_list, bits)

def encodeUCoordinate(u, bits):
return bytearray([ (u >> 8#i) & Oxff for i in range((bits+7)//8) 1)

def decodeScalar25519(k):
k_list = [b for b in k]
k_list[@] &= 248 # 1111 1000
k_1ist[31] &= 127 # 0111 1111
k_list[31] I= 64 # 0100 0000
return decodelLittleEndian(k_list, 255)
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def decodeScalar448(k):
k_list = [b for b in k]
k_list[0@] &= 252
k_list[55] I= 128
return decodelLittleEndian(k_list, 448)

ZE x(kP) TR b BIfEMT, 20 Listing 2 R K%Y decodeScalar25519. 5
fR AR PRI 2R 0L, RS B BPRE 32 D R A O/ NmIE RN K, (R4 IR
TR AR AR bR i b 2R, WAL 3 HRHER (58 16 17), Me g%
(55 17 17), RS A LR B 1 (55 19 17). Rl X25519 [y FASEUE 25 (A]
Kk ke 2t +8-{0,1,...,2% — 1}}. BEAG 3 LERE R LMRIERSAE R 8 11
&5, &3] Curve25519 HHLE4 TN 8, XFERT LA small-subgroup — 2 X
¥ in %, @R NREREOIN RENE, WRIA IR AT RERUE R Z 4 R AL L
R E R 1, AR TH SR R SR SR B B0 SC 0. AR I, 5 secp256kl 5
# secp256rl SEHI LY FAGH T AEREA DR A RS UE. (EEUH) A, #hiZk Curve25519
RV T XA N RSB, X2 T BRI AN 1 TRES | & 1442 ka
SRR E TR R T AR 5 O A BE Ed25519 4544 Rk ESREl
BIP-32 HThfERT.

2, ST X25519 BYIHRET LAY T A, SO MU ISR R A A LA M
S8 LIRS A ] LASEEAUR ST o« ARBR I fEsfeis SR IR, ARG 2 B R RASH A BBUAEL AN 4
. (AR LS Ehnit b MR P RIREAAAR x(P) BYZEAF T A 52 i fg it
x(kP). RREFzERBRIINZEEE, ATk ERMN x(P) 1 x(Q) iHHE x(P + Q),
RUOA TR x(P) ATREXS ML P WATREXS M AL —P. £P 5 +£Q [yl sEZ5 RN
P+Q,-P+Q,P+(-Q),(=P) + (-Q), AIlLIEEF x(P + Q) = x(=P - Q) JH
x(—P+Q) =x(P-Q), thil x(P) 1 x(Q) REBZE2MERS {(x(P+ Q). x(P - Q)} 1Y
. HE—2, Bh {x(P),x(Q),x(P + Q),x(P — Q)} FAYTE 3 TIcxnl LAfE 7
S A TCRIE. e r] LUE SUEET o RPN imE iz

AADD : (x(P),x(@),x(P — Q) = x(P + Q)
xDBL : x(P) — x(2P)

%L:g/@; P= (QTPy?JP)7Q = (xQ7yQ)7PaQ ¢ {Oa (070)}; #ia P+Q = (xP-FQayP'f‘Q)a
P—Q = (zp_q@,yp—q), Montgomery Z¥Y P # Q I, xp,rq,zp1q,vp_q ZIAIIK

6StackExchange: When using Curve25519, why does the private key always

have a fixed bit at 272547 https://crypto.stackexchange.com/questions/11810/
when-using-curve25519-why-does-the-private-key-always-have-a-fixed-bit-at-2254/11818#
11818
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RIS
wprQrp-q(tp — Q) = (zprg — 1)° (3)

MY P=Q,P+P=(xop,yopr) I, 2p 5 zop Z AR L :
45(}2p$p($?:> + ALL’P + 1) = (!.C%p — 1)2 (4)

TEMAL I BAR2RE 2p, 20, 2p—q HH vpro VIR 2p 1TE zop.

AR G5 AL bR & (Projective Coordinates), Ific x(P) = (Xp : Zp), Hp zp =
Xp/Zp, AHEA x(Q) = (Xq : Z@),x(P + Q) = (Xp1q : Zp+@).X(P -~ Q) = (Xp_q :
Zp—q). P,Q ¢{0,(0,0)}, M P # Q I, KA AR AT (3) HA:

2 2
Xprq Xp-q 713 _ Xaq XpXo _
Zp+Q ZP-Q \ 4P Zp ZqQ
2 2
Xpio Xp_o (XpZo— XQZP XpXg—ZpZg
ZP+Q ZP*Q ZPZQ ZPZQ

— FELII9 (XpZg —XQZP)2 = (XpXg—ZpZo)*
— XpiXp-q(XpZo - XoZp)' = ZpiqZp-q (XpXq - ZpZq)’
NPAIE ERESL, WTHEE Xprq M Zpiq HIERIH]:
{ Xpiq =2Zp-q(XpXq - ZrZo)’
Zprq =Xp_q(XpZq—XqZp)?
WAEH T

Xpiq =2Zp-ql(Xp—2Zp)(Xo + Zg) + (Xp + Zp)(Xq — Zq))? 5)
Zpiq = Xp_ql(Xp—Zp)(Xq+ Z0) — (Xp + Zp)(Xq — Zo)*

4 P =Q B, BEHR AR ATTRE (4) A"

o ((3) vaze+r) = () )
Xop )

2
Xe (XP+AXPZP+ZP (xE-7h)

= 4

Z2p Zp zZ5

— 438 (XpZp) (X} + AXpZp + Z3) = (X3 - 23)°
— 4Xop(XpZp) (X2 + AXpZp + 23) = Zop (X3 — 22)°

RRIE_EFCGT, W R E Xop M Zop HOMERITT:
{ Xop = (X3~ 23)°

Zop =4(XpZp) (X3 + AXpZp + Z2)

WEMT

Xop = (XP + ZP)Q(XP — Zp)2
Zop = (4XpZp)(Xp — Zp)> + (A +2)/49)(4XpZp)) |
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IRYETTFE (5) 25 i1 xADD JEHIFER T2 (6) 25 Hil xDBL jo S FE R AT 52 AR H
brit kA x(P) et 8 x(kP). fE4RSAA x(kP) WTH IR AT, [HR T,
FEJTRE (5) HBcA B MBS EF SR AR ZS40 A M1 B, MfEJ7 R (6) A ME] T
SRR 25 A, WRVET o« AR REEE S S8 B Jok. At s) X25519 #
BN TR AR « € F, BUEATERN NP, RIS R& 136 E A RG1E] th 2m) i E(F)p)
PAR kA4 bt I dh £ i BV (F), T BV (Fp) AT LAG SR g EX 09— kAl
2 BN FIONEME SR BTS8P R B AH, BULHTIAR xADD i3
SR xDBL Iz S AR A I T 9 I A 6 e R, Tz X ARe. 3 AN 3Ty
P2 (6) PHRETEMT (A+2)/4 BiHE, BRSSO m e, ik A fEE
75 (A +2)/4 BFUEAR/ AT IndE T EA T ). DL Curve25519 S, Hrir A = 486662, NI
(A+2)/4 BEA 121665 (- EEiERIEA 0x1dbal).

Fe MR AT xADD M1 xDBL 58 i U A5 iz 5 x(kP). 4% Double-and-
Add Jyiiid, 200 Algorithm 1. Algorithm 1 A UG fUZMEEN Ry 52§ Double-and-
Add BYERASTY. HHR for JRERAERF TP/ SB— DAL R ZIRESE 1, 4, 6 1777
DIMERRI Ro Fl Ry Z RIZEMEMIAZ 1 Ry — Ro = P. W%E Algorithm 1 HXF Ry FY#:
Y, Ro AEPEERTFIAZ AT (55 1 47) #N P, 24 ki = 0 I Ry < 2Ry (LR double #:1F),
MYk =1MA Ry« Ry+ Ry = 2Ry + P. Algorithm 1 2t FAER) Ry 52 7% Ro
f Double-and-Add #fF. X[t 1 Algorithm 1 FREYEE — ARG, 7255 @ Yok
(i I\ £ — 2 BYGHEIEE] 0) H Ro = [k/2]P, Ry = Ro + P, W24 i = 0 I, 54 Ro = kP,
It Algorithm 1 IFRfTHE T fiHIA53E kP.

Algorithm 1: Montgomery’s Binary Algorithm
Input: k= Y'") k2" ky 1 =1, P € Ea p(F,)
Output: kP

(Ro, 1) = (P,2P);

2 for i = ¢ — 2 down to 0 do

3 if k; = 0 then

| | (Bo,R) « (2Ro,Ro+ R))

=

5 else

6 L (Ro,Rl) — (R() + R1,2R1)

7 return R

ST Algorithm 1 A LUK R HITEE x(kP) (9528 BRI #553% (Montgomery Lad-
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der). H] xADD #1 xDBL ##f Algorithm 1 iy cUIIAI S SRIB S, [R5 ST 52 Ab b
RINFRTTE (Xp 2 Zp) = x(P), W LMHE] Algorithm 2. F524R HIFE, WInT AT R
JitR (5) THEPI R XADD I, B 17X R Ah, TR EX P R 2. ARETEERA
Wik, —HHA x1 —x0 = P = (Xp,Zp), KILIES 4 17F1%5 6 17, xADD Ky NS EH
(x0,x1, (XP, Zp)).

Algorithm 2: Montgomery’s Ladder Algorithm

Input: k= Y'"} k2 k1 =1,(Xp : Zp) = x(P)

Output: (X, Z;) = x(kP), if P ¢ {O,(0,0)} otherwise Z; =0
(x0,x1) + ((Xp, Zp),xDBL(Xp, Zp)) ;

2 for i = ¢ — 2 down to 0 do

3 if £, =0 then

4 | | (x00x) & (DBL(x0), xADD (x0,x1, (X, Zp))

=

5 else

6 | | (ox1) & (ADD(xo,x1. (Xp. Zp)).xDBL(x1))

7 return xg

£ Algorithm 1 F] Algorithm 2 H1, k; FIE S IARE TR TS 76 ECDH Hl
1,k BEEE AR S 5 TR, W R R AR R 75 2 R A S,
R BA B U B2 5 MR B PR TR, 5 T <3 Tk 56 TR BRI E S, TR B (5 7
i, SCEH I TR R INE Tk s F A 35t (Conditional Swap) sk
PF#IWr, 20 Listing 3 HRR%L cswap.  Algorithm 2 JZfF5g SWAP Bk ), 7433
Algorithm 3. 53—4L4E Algorithm 2 I Algorithm 3 HJg7R ) i AR 0 it i (R S
HIEAR T 528 k MR FEPINEIEMASET, $HEE T ko1 = 1, RN 715
P EERIEERRECS b B BAABUETC K. BT Curve25519 5E LAE 255 HURFIN RAU
b, Fihos i — BN, 9T T8 S R SEBL, SR T R B AR R
FRARE N 1, MR ARRECH L, X R Listing 2 T4 18 fHHRVERYEA.

EA37E Y 2, Algorithm 2 F1 Algorithm 3 7£ P € {0O,(0,0)} I, JoikiE #it&
x(kP). P €{0,(0,0)} i}, BIEME (Xk, Zk) = (e,0), Hr1 e AaER Tt AT G2 AR 2.
XFAUKH « Achrig ECDH W #E, XA MUS 5T FEHA T A, DA A2
x(O) WAVZ x((0,0)). Bernstein fEMJE X25519 HUI #9573 — TR, @i AT
x(ZWARK (1)) ARG xo(Z AKX (2), ZFRHEIASEIIIC AT LIAH. XEWRES
EFESRB LIS (Xp, Zp) = (2,1), Hrp 2 AL Fp, ERERENICE, AT
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Algorithm 3: Constant-Time Montgomery’s Ladder Algorithm
Input: k = Y\ _) ki2i ke y = 1,(Xp : Zp) = x(P)

Output: (X, Zx) = x(kP), if P ¢ {O,(0,0)} otherwise Z; =0
(x0,x1) < (xDBL(Xp, Zp), (Xp, Zp)) ;

2 for i = ¢ — 2 down to 0 do

3 L (x0,x1) 4 SWAP (ki1 @ ki, (x0,x1)):

[y

I

(X07X1) « (XDBL(X0)7XADD(XOaX17 (Xp, ZP)))7

S}

(x0,%1) < SWAP(ko, (x0,%1));

6 return xg

B @ e Ty KON SR SR i Zemiclr —UA i B — A @ = xo(P). F MR
E S UGREME N o, = XkZ;Z:Q eF,. XEHRNY Zi #0 0, H o = Xi/Zk, T4
Zy, = 01, zp, = 0, FiF L T 21 = xo(kP), BAMBEZE D/ NEBA 2,1 = 2072,
W5 BT D FIB B L R (B G — 4 @y, = X Z) 2 € Ty,

X2 T z z2 x3 g/ 2 z3
| >, | >
A + B — c + - D
S~
AA  x BB x CB" % x DA
! J | >
o X — E DA+CB 4 —  DACB
J ) i
(A-2)/4 X x3 X x  (DA-CB)"2
N\ ¢
=+ X «<——— T
\L J z3
X
zQ:E*(AAlJr a24 *E)
o Z9 T3 zZ3

Figure 2: X25519 545 i1 sis B

WHEJTRE (5) FUTHE (6) /Ry xADD M1 xDBL gy it it fe L& Algo-
rithm 3 JR/RHYSERF A G658, W LASEIL x(kP), 200 Listing 3 FHAYPREL mul. oK
Homul FHAE Algorithm 3 HYEHEGHEIE, M2 (5) U7 (6) HR/RHITEIERE,
s xADD A1 xDBL 1t Rl k2 IR ) T Rd R, 20 Figure 2.
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Listing 3: Curve25519 fil Curve448 Iz

1 # Finite field with p
2 def FiniteField(p):

3

O 0 N O Ul H

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41

def

def

class Fp:

def

def

def

def

def

def

def

def

Fp.p = p

__init__(self, val: int):

assert isinstance(val, int)

self.val = val

__add__(self, other):

return Fp((self.val + other.val) % Fp.p)
__sub__(self, other):

return Fp((self.val — other.val) % Fp.p)
__mul__(self, other):

return Fp((self.val * other.val) % Fp.p)
__rmul__(self, n):

return Fp((self.val * n) % Fp.p)
__pow__(self, e):

return Fp(pow(self.val, e, Fp.p))
__repr__(self):

return hex(self.val)

__int__(self):

return int(self.val)

return Fp

cswap(swap, x_2, x_3):

"Conditional swap in constant time."

dummy =
X_2 = X_
X_3 = X_

swap * (x_2 — x_3)
2 — dummy
3 + dummy

return x_2, x_3

mulCk: int, u: int, bits: int, p: int, a24: int):

Fp = FiniteField(p)

x_1 = Fp(w
x_2 = Fp(1)
z_2 = Fp(@)
x_3 = Fp(u)
z_3 = Fp(D)
swap = 0

for t in range(bits-1, -1, -1):

k_t

=(k>t)&1

— 14 —



42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64

O 0 N O Ul A W N

el =
w N P S

Crypto In Action

swap A= k_t
(x_2, x_3) = cswap(swap, x_2, x_3)
(z_2, z_3) = cswap(swap, z_2, z_3)
swap = k_t

A=x2+2z2

AA = Axx2

B=x2-22

BB = B*x2

E = AA — BB

C=x3+2z3

D=x23-2z3

DA =D * A

(B=C=*B

x_3 = (DA + CB)**2

z_3 = x_1 % (DA — (B)*%*2

x_2 = AA x* BB

z.2 =E * (AA + a24 = E)
x_2, X_3 = cswap(swap, x_2, x_3)
z_2, z_3 = cswap(swap, z_2, z_3)

res = x_2 * (z_2x*(p — 2))
return res

AT x(kP) WIHRET %, MR LASEEL X25519 HEA5CHil, 2 Listing 4 i oR
# x25519. PRAL x25519 HUEEENLEL k (£ ECDH Hrll 2 52 577 R RAH) RIEii s
FIRBIRT u SRAT R RIZE k- u. BT x25519 225508l X25519 HH5c e pil.

Listing 4: X25519 5 X448 [ Python /x4
def x25519(k: bytes, u: bytes):
# Curve25519 for the ~128-bit security level.
# Computes u := k * u where k is the scalar and u is the u-coordinate.
bits = 255
k = decodeScalar25519(k)

u = decodeUCoordinate(u, bits)
p = 2**255 — 19
az24 = 121665

res = mulCk, u, bits, p, a24)
return encodeUCoordinate(int(res), bits)

def x448(k: bytes, u: bytes):
# Curve448 for the ~224-bit security level.

— 15 —



14
15
16
17
18
19
20
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bits = 448

k = decodeScalar448(k)

u = decodeUCoordinate(u, bits)

p = 2%*%448 — 2xx224 — 1

a24 = 39081

res = mulCk, u, bits, p, a24)

return encodeUCoordinate(int(res), bits)

FHELYHAT T Curve25519 1 X25519 ({1814, BEME AR 5 550

JEE, BRAE AT LAZE LR Bernstein /£ X25519 AU SO R S5 T X25519 Bl Y
I A

Short secret keys: X25519 Pl B AGRAPIRE 32 77, iX— I BUARIIRZAL,
TR 2R 5 Ede it 128 bRy ECDH HrsGlii#iie 32 51 HIRAS.

Short public keys: X25519 il b AE /& 32 717, ML HARE) ECDH ¥,
XA EAES. ROAEET 256 HRe s 80si) ECDH 1 4 ARl 2 33
ST, TS A AR e 4 T ZEAE 9k A I [E) i . ECDH A Ml rh oA A N %
&, JUHE MR FEAE R, X25519 T R o AhR, FrLATCRE E4ate 32 .

No time variability: jX/& X25519 WSl py— & il it Zom s B R
RIS TR A ROE RS, i X G S BRSO {5 1 7y 4P 2 S P AR g R T
R FIHISERF S A B B EE LU AU © ARPRRy E3fiz L, LASAE X25519 FY5E
Bl LA iR T RIS SN RI T B 20 SCHRAE, X i ) SRR ACHT-

Free key validation: j/& X25519 Pyillfy— 4~ 3 (k2. s A~y ki
WA e, (ARG @ € F, AUR ARG, Btk eRiE AT, F7
0 32 AT DU A A, BB T 76 BCDH HriiFid i
R LA K — AR VIR R

Extremely high speed: (A DR X 64 (A7 v AU IR REUA M SR B
FIBHEERIFI, R WA TRTHOURH « AAARR RIS, MAYIE A IER)
RIS TT T X25519 HURCE.

Short Code: X25519 sl AR A AAG L FITAT SE8, $2 1 X25519 Pl i3y,

Bernstein 2 &ZfAGSEHNA 16KB 19k, — DA EENHEIEZE, Wesley Janssen
TERAR 1530 A 18 4% twitter 32 T Curve25519 7

7Janssen, Wesley. "Curve25519 in 18 tweets” PhD diss., Bachelor’s thesis, Radboud Univer-
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3 Tendermint Hff] X25519

RO RL (Peer-to-Peer) 3l {5 HRIUE X IREEROR BV HLAIARFIE, DL Bitcoin, Ethereum A3
YA B Y RO RE(E IR W SOBAE, 38 2 4 T R A 2 DR R B S 19 it PR
RN, BT LUE R S B R RS TT, FBOE S B AR . IR gk sonf B AR Y &
LML IR R RO Y — D EORTT 0], BB B O SRS B A5 TR R S 5 ) R AR Y
Dandelion++ W5 (E4HE Zeash, Grin Z5 X H4EI H ) (W FPE P2P AR SCE
{ETH g =, Hlan Tendermint Core I H H-% FHAYEE T Station-to-Station i [Y
FOCEFEYMLY, Libra BH FR A Noise .

X H N Z AT LA A 3 AN ThERE, IJIRERTE P2P M4t (s, Hhay
HARPMUZ AR EE S B S AR 2 TT R XCREETIH 2 INXERY, JTHZ
WNE| P2P MZ0e 5 SRR O 1 K H T &, BT Tendermint
Core/Cosmos SDK LA Polkadot/Substrate SEE{ T A X LG8 & FEAL - A& HE 2R A 1
H. Hrp Tendermint Core il H £ )T pi A #9HE DX HGETH H AU EEATF- &, Hp Sl 1
Tendermint HR P8 DA 5€ AL IR B AT 221 P2P 248 (5 IRE, 1 Cosmos SDK 1
H N E 2R T R AR A T — Lo H RS, (] aniek = Am fie ol Itk - A, PoS Ll
Jr e SR B S

K ) i7 g " K , T
Initiator Responder
gfli
qv

sencgey (¢°, sign;(H(g"™)))
sencge=y (9", sign,(H(g"")))

< Key := g™ >
— ——

Figure 3: Tendermint Core H1 24 h i

sity Nijmegen, 2014. https://www.cs.ru.nl/bachelors-theses/2014/Wesley_Janssen___4037332___

Curve25519_in_18_tweets.pdf
8Fanti, Giulia, Shaileshh Bojja Venkatakrishnan, Surya Bakshi, Bradley Denby, Shruti Bhargava,

Andrew Miller, and Pramod Viswanath. ”Dandelion++: Lightweight cryptocurrency networking with
formal anonymity guarantees.” Proceedings of the ACM on Measurement and Analysis of Computing

Systems 2, no. 2 (2018): 29. https://arxiv.org/pdf/1805.11060.pdf
9Secure P2P. https://tendermint.com/docs/tendermint-core/secure-p2p.htmli#caveat
10Trevor Perrin. The Noise Protocol Framework. Revision 34. https://noiseprotocol.org/noise.pdf
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AR Tendermint Core 1 HHEY P2P W25 (5 bl Fh N4 i @ 2 7 i3 #2. Ten-
dermint Core I H Hh 52 73T Station-to-Station [ A IAIENZEHLE] (Authenticated
Encryption Scheme) [ P2P #pill. EARPEA RIS ES U Figure 3, F R #LH Cas
Cremers f{] Dennis Jackson i3, T a4k — 1 EA25519 240 -VE N A T Y
{3 ID, 40 Figure 3 tft Initiator [ FAS] ¢ Fl Responder [GFAH r. 24 W47 i [ AR 7t
7 TCP &R, B5EHI ] X25519 B3 # thilCR Ui 41, ik HKDF_SHA256 JR: Hy
EIEX N RS TR, 285 AEAD 83% chacha20poly1305 fn#sim . o 1 B ik
THEER G, BT RN — DN IH BT B I AR W BTG, WG oG
(BB 0. MR T2t SR chacha20poly1305 £33k nonce {H. 9N FIZ 5
{FR5 e ST B A IAUE T AT AR I A 0 88 5 25 S P r IR AR A A I EDE — 20y, R
Figure 3 U5 5 Hef3H E sencg=y (g7, sign; (H(g™))) F sencgeu (g7, sign, (H(g™¥))), Hrh
sencyey KANFIH] g™V IRAETTR A B SR I (F B0 HEA TN . 4] Initiator [, 485 BTN
REBCHBINAH ¢, LB CHIFAH @ X H(g™) BT840 2414 sign,; (H(g™)).
Xf Responder [, B{E#H M AREHCHILY g7, LT ETHAET r X H(g™) i
T2 AME sign,. (H(g®™)). WS UERS A AE, PSS UEXS 719 sl HE 0 Of 1 2 i 2 ]
PRS2 1A A A D 2 A .

HAR X25519 F1 Curve25519 fE1 I C &R AT REL 1Y [N FH IR 1922 4 [A B, S8TT
Cremers F/1 Jackson #§Hi 7 Tendermint Core HH4 AT IS FEHAEAE R L2 a8, (HISTE
EH RS S5 A it s &30 T Tendermint Core 1 H HhiE Wil A7 7E 1Y 22 2 (7]
B XAt Curve25519 FIRETFAR 1 I HAERZ FAAR oM FAARY Sk 3 ALk
FTHK, Z I Listing 2 th5 16 171 K%L decodeScalar25519 FR#AE. BT A M, 4
BAK 3 MEFEN T HRIER RIS ERAE RN R BT b A RO IR A Ay f 4
Jiti, 2= 2R Tendermint Core RGN A — 5 RIKIAPIRIE T 8 Brakie 4 Hi/h
FRERE, W X25519 FP P EAREIVE ¢ SR FNHE. Z25RER Tendermint Core
T H Fhe AFTE R T 2, AR, B0 Initiator 08 A I I 24115 8 T/ N1,
AR B )5 Initiator 233815 Responder 28 441H sencgey (g, sign, (H(g™))). X1
Initiator £ /52553 H T (RS LR FER T g7, sign, (H(g™)) Bt Responder {5
iy (A Initiator [A1X] )5 & XGRS 28T, AT DMRIE ¢ BB ). Xt e vrp
A ZE: (Man-In-The-Middle), {445 E IR, WAL ATEANARH G240, FE

1 Cremers, Cas, and Dennis Jackson. "Prime, Order Please! Revisiting Small Subgroup and Invalid

Curve Attacks on Protocols using Diffie-Hellman.” IEEE CSF 19 (2019). https://eprint.iacr.org/

2019/526.pdf
12p2p/conn/secret__connection.go allows MITM #3010 https://github.com/tendermint/tendermint/

issues/3010

— 18 —


https://eprint.iacr.org/2019/526.pdf
https://eprint.iacr.org/2019/526.pdf
https://github.com/tendermint/tendermint/issues/3010
https://github.com/tendermint/tendermint/issues/3010

Crypto In Action

AT B Ay B FERIR]. X T2 B A SRS S R i e o A TR e, O
Tendermint Core Jil H 521 il X F 7 U7 (Y PR B IAIE 1Y 20 A5 A5 TE Y FHARTC 0%
AL

How do I validate Curve25519 public keys?

Don't. The Curve25519 function was carefully designed to allow all 32-byte strings as Diffie-
Hellman public keys. Relevant lower-level facts: the number of points of this elliptic curve over the
base field is 8 times the prime 24252 + 27742317777372353535851937790883648493; the number
of points of the twist is 4 times the prime 24253 - 55484635554744707071703875581767296995.
This is discussed in more detail in the curve25519 paper.

There are some unusual non-Diffie-Hellman elliptic-curve protocols that need to ensure
““contributory" behavior. In those protocols, you should reject the 32-byte strings that, in little-
endian form, represent 0, 1,
325606250916557431795983626356110631294008115727848805560023387167927233504
(which has order 8),
39382357235489614581723060781553021112529911719440698176882885853963445705823
(which also has order 8), 24255 - 19 - 1, 24255 - 19,2A255 - 19 + 1,2/255- 19 +
325606250916557431795983626356110631294008115727848805560023387167927233504,
2A255-19+
39382357235489614581723060781553021112529911719440698176882885853963445705823,
2(27255-19) - 1,2(2A255 - 19), and 2(24255 - 19) + 1. But these exclusions are unnecessary for
Diffie-Hellman.

Figure 4: Bernstein ¢ T2 G FEIGIE X25519 2AIYEA

e AT B A IR At A TS P i P B LA TR I R 4R AR i 2 4. 2T Bern-
stein 76/ 01 “A state-of-the-art Diffie-Hellman function” 3 B #fifi5H, & Diffie-Hellman 5
WHIR ] Curve25519 I, AFRER A G AP, 2 W Figure 4. 1555047 T, Figure 4
FIH I B ME. 30 21 = 32560 - - - 233504, 25 = 39382 --705823. ] Figure 4 /1 Bern-
stein 41 AR EAEZEHYME 0, 1, 21 Al wo XFIV. Listing 1 H%1 AT 8 B FHEH Y AR
ABR. 25 R RE RBORE AR 225° — 19, MASIE M 32 FA5 3N, TR I 75 246 40
EA (50,1, 21, 2o B 22%° — 19 [FRIFHAER 32 F I REINFRER): 22°° — 19,
2255 1941, 2255 — 19+ 21, 220 — 19+ x5, 2(2%°° — 19), 2(2%°° — 19) + 1. Figure 4 H %4
WA 2255 — 19 [H A RIME R 22°° —19—1,2(22%° —19) — 1. 225 —19—-1 2 F, L&
FERI 4%, th RIS iy I8 A 2R A E(Fy) = {0} U{E(F,2) NF, x V2F,}.
RERTEIEE B/ (Fp) BRE T 4, WRIEAEN N 4 7R, 7R T 1 el O
12 Bt (0,0), IBFFAE 2 4 4 B, X 2 4> 4 By sl A IR R AL bR 225° — 19 — 1. 4

@J‘iﬁk[&% Figure 4 /s IG5 5, FTEAERRBICA FUSI 2 8.
IR HA AT UL IR, BARHERRIGH U2 — M S B RN 715, {H2 Bernstein

13 A state-of-the-art Diffie-Hellman function. https://cr.yp.to/ecdh.html
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W1l th /£ Diffie-Hellman Pl ihIC T OIS 2 $ A0 G550 IE.  MEAE 1 X — By
Tendermint Core Jil H 142 {58 IV AN A N oA S iR IR 29I H B 1. Fir
DABI 2 MR T 7 (AR EEAY/2 TLS 1.3 fl Noise Phill R[]0 HF X25519 &
BIAZHR L, [RIAEANS I I 2 T BEA T4 A 2050 & £ 26 8L Tendermint Core I H Hr ]
. Noise PR AYRITEHRFRUIN 7iIX— ™. BRARERN AHES A2 H, H
SEAN AR RS AP T AR IE, RO IX S I b 2 A 8 5 S A v, I HIFBeA
BESR AN SRVFM AR MR UE R S R AU RO R RE S BRI 4 AT O A USRS, W]
LAE ], AMEAPIERENMERIEFF A —E 2 SERTR R Tendermint Core Tl H FH{7ER) &
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